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    MailglassInbound

mailglass_inbound is the inbound sibling package for Mailglass. This README
is the canonical adoption lane for the shipped inbound slice: install the
package manually, wire the endpoint/body-reader path explicitly, mount the
provider plugs you need, choose the async execution mode you want, and verify
the contract with the package test lanes.
Stable Package Surface
The stable inbound package contract is intentionally narrow:
	MailglassInbound
	MailglassInbound.InboundMessage
	MailglassInbound.Ingress.Plug
	MailglassInbound.Ingress.CachingBodyReader
	MailglassInbound.Router
	MailglassInbound.Mailbox

Use docs/api_stability.md as the canonical inventory
for what is stable, what is internal, and what is still deferred.
Stable inventoried surfaces require a deprecation bridge or major-version
change before semantic breakage; internal/deferred surfaces may change without
deprecation even when reachable or documented for troubleshooting.
Testing Helpers
The package ships four testing helpers in lib/ so you can drive and assert
inbound flows in your own suite:
	MailglassInbound.Fixtures — build a canonical %MailglassInbound.InboundMessage{}
or raw provider payloads that round-trip through the real provider parser.
	MailglassInbound.Test.Ingress — drive the real synchronous persist + route +
execute path and capture the outcome in your test process.
	MailglassInbound.TestAssertions — assert_inbound_received/0,1,
assert_inbound_accepted/0, assert_inbound_routed_to/1, and friends.
	MailglassInbound.MailboxCase — an ExUnit.CaseTemplate you use that imports
TestAssertions, checks out an Ecto sandbox on your configured repo, and sets
tenancy. Configure your repo first: config :mailglass_inbound, :repo, MyApp.Repo.

defmodule MyApp.WelcomeMailboxTest do
  use MailglassInbound.MailboxCase, async: false

  test "accepts a welcome message" do
    message = Fixtures.build_inbound_message(subject: "Welcome")

    # Drive routing through your compiled `use MailglassInbound.Router` module
    # (the same router your endpoint mounts) via the `:router` option.
    {:ok, %{outcome: %{outcome: :accept}, route: %{mailbox: MyApp.WelcomeMailbox}}} =
      Test.Ingress.receive_inbound(message, router: MyApp.MailglassInboundRouter)

    # ONE assertion per drive: each `assert_inbound_*` reads the captured tuple
    # with `assert_received`, which CONSUMES it from the process mailbox. To run
    # a second assertion, drive a second message (with a distinct
    # `provider_message_id` so it is a fresh receive, not a deduped one).
    assert_inbound_received(subject: "Welcome")
  end
end
Current package compatibility
Inbound setup is manual in this phase. There is no generated setup path for
mailglass_inbound, so adopters should wire the package explicitly.
1. Add the dependency and fetch deps
defp deps do
  [
    {:mailglass_inbound, "~> 2.3"},
    {:mailglass, "~> 2.6"},
    {:oban, "~> 2.21"}
  ]
end
If you do not want durable background execution yet, omit {:oban, "~> 2.21"}
and the package will use the bounded fallback described below.
Fetch dependencies:
mix deps.get

2. Run the inbound migrations
mailglass_inbound persists canonical receive truth, raw evidence, and
append-only execution lineage. Run the package migrations in the host app
before mounting ingress:
mix ecto.migrate

3. Wire Plug.Parsers with the package body reader
Postmark verification requires the exact request bytes. SendGrid raw MIME
delivery does not need the cached raw body, but the shared ingress path should
still be wired once at the endpoint:
plug Plug.Parsers,
  parsers: [:urlencoded, :multipart, :json],
  pass: ["*/*"],
  json_decoder: Jason,
  body_reader: {MailglassInbound.Ingress.CachingBodyReader, :read_body, []}
Without that body_reader, the Postmark path fails closed with
:webhook_caching_body_reader_missing.
4. Define the router and mailboxes
defmodule MyApp.MailglassInboundRouter do
  use MailglassInbound.Router

  route MyApp.Mailboxes.SupportMailbox, recipient: "support@example.com"
end
Mailboxes implement one stable callback:
defmodule MyApp.Mailboxes.SupportMailbox do
  @behaviour MailglassInbound.Mailbox

  @impl true
  def process(message) do
    _ = message
    :accept
  end
end
Supported outcomes are :accept, :ignore, {:reject, reason}, and
{:bounce, reason}.
5. Mount the provider ingress paths
Mount one obvious route per provider you are using:
forward "/inbound/:tenant_id/postmark",
  MailglassInbound.Ingress.Plug,
  provider: :postmark,
  router: MyApp.MailglassInboundRouter

forward "/inbound/:tenant_id/sendgrid",
  MailglassInbound.Ingress.Plug,
  provider: :sendgrid,
  router: MyApp.MailglassInboundRouter
The plug verifies first, resolves the tenant, normalizes into
%MailglassInbound.InboundMessage{}, and persists canonical and raw evidence
rows before mailbox execution is dispatched for newly inserted records.
6. Configure each provider
config :mailglass_inbound, :postmark,
  basic_auth: {"postmark-user", "postmark-pass"},
  ip_allowlist: []

config :mailglass_inbound, :sendgrid,
  basic_auth: {"sendgrid-user", "sendgrid-pass"}
Postmark uses shared-secret basic auth plus optional IP allowlisting. SendGrid
ships shared-secret basic auth only in this slice.
7. Choose the async execution mode
Oban-backed execution is the durable path. When Oban is present, new matched
records are enqueued through an internal worker after persistence commits.
Task.Supervisor fallback is bounded best-effort only. When Oban is absent, the
package starts a supervised background task with no durable enqueue and no
automatic retry. Recovery after node loss or shutdown depends on replay or operator action
over the stored receive truth.
You may force fallback mode explicitly:
config :mailglass_inbound, :async_adapter, :task_supervisor
The public contract does not include Oban job shapes, queue names, worker
modules, or replay orchestration details.
8. Follow the same canonical path into operations, testing, and compatibility
After wiring inbound, continue through the matching deep-dive guides that stay
subordinate to this README path:
	operator command semantics:
docs/inbound-operator.md
	testing harness, process-local assertion behavior, and one-assertion-per-drive:
docs/inbound-testing.md
	compatibility and deprecation posture for stable versus internal/deferred
inbound surfaces:
../guides/compatibility-and-deprecations.md

Provider Notes
Keep the README as the primary setup path, then use the focused provider guides
for provider-specific caveats:
	docs/postmark_ingress.md for raw-body
verification, duplicate behavior, and Postmark-specific persistence notes
	docs/sendgrid_ingress.md for raw MIME delivery,
duplicate fingerprinting, and replay/recovery posture

Receive, Duplicate, And Replay Truth
The package stores two kinds of truth:
	canonical normalized rows for stable routing and mailbox inputs
	raw evidence for provider payloads, raw MIME, verification facts, parse
warnings, and replay support

Fresh ingress persists canonical plus raw evidence truth before any mailbox
execution is dispatched. Provider retries are acknowledged from receive truth;
mailbox outcomes do not drive provider retry semantics.
Duplicate fresh ingress is explicit and provider-specific:
	Postmark collapses on (tenant_id, provider, provider_message_id)
	SendGrid collapses on (tenant_id, provider, raw_mime_fingerprint)

Replay is a recovery operation over stored canonical plus raw evidence truth.
It is not a fresh provider receive, it does not silently reroute to a different
mailbox, and it is not a public API in this phase.
Verification Commands
Recommended package proof lanes after wiring the package:
mix test test/mailglass_inbound/docs_contract_test.exs --warnings-as-errors
mix test test/mailglass_inbound/ingress/plug_test.exs test/mailglass_inbound/replay_test.exs --warnings-as-errors

Those lanes prove the package docs, duplicate handling, async ingress
acknowledgment, replay posture, and stability claims stay aligned with shipped
behavior.
Deferred Beyond This Slice
These capabilities remain intentionally out of the stable inbound contract:
	a publicly stable replay/command-surface API
	an operator dashboard for inbound receive or replay flows
	direct worker contracts, queue configuration, or Oban job return values
	providers beyond Postmark and SendGrid
	matcher expansion beyond recipient, subject, and headers



  

    API Stability - mailglass_inbound

This document is the canonical contract inventory for the shipped
mailglass_inbound slice.
Current v2.6 Additive Contract
Package owner: mailglass_inbound.
The package keeps an independent migration history and package release line.
Its v2.6 additive public migration seams are:
	mix mailglass.inbound.gen.migration --repo MyApp.Repo, which generates a
Repo-explicit wrapper owned by the host;
	MailglassInbound.Migration.up/1 and
MailglassInbound.Migration.down/1, called by generated wrappers; and
	MailglassInbound.Migration.migrated_version/1, which reads the inbound
package anchor independently of core and fails closed through
Mailglass.MigrationVersionError when catalog truth is not trustworthy.

Active v2 deprecations: none. v3 removal targets: none. A future inbound
deprecation must name its replacement and major-version horizon here before a
stable seam can be narrowed.
The extracted <code>MailglassInbound.Ingress&#46;Pipeline</code> ingress pipeline remains internal, along with
provider implementations, persistence collaborators, workers, queues, and
optional-dependency adapters. The public HTTP seam remains
MailglassInbound.Ingress.Plug; the architecture extraction did not widen the
adopter contract.
For this package, stability is semantics-first. ExDoc visibility, generated
documentation reachability, and module reachability do not define the contract
by themselves. The contract is the explicit inventory in this file plus the
documented command, telemetry, error, and testing semantics named here.
It answers four questions:
	Which runtime and operator semantics are stable now.
	Which test helpers are adopter-facing testing support.
	Which reachable modules are internal implementation details.
	Which capabilities remain deferred and must not be inferred from source
reachability.

Contract Posture
stable
These surfaces are part of the documented inbound adopter contract:
	MailglassInbound and MailglassInbound.version/0
	MailglassInbound.InboundMessage
	MailglassInbound.Ingress.Plug
	MailglassInbound.Ingress.CachingBodyReader
	MailglassInbound.Router
	MailglassInbound.Mailbox
	MailglassInbound.PubSub.Topics
	stable Mix task behavior for mix mailglass.inbound.doctor,
mix mailglass.inbound.replay, mix mailglass.inbound.prune, and
mix mailglass.inbound.gen.migration
	the public migration facade MailglassInbound.Migration
	PII-safe telemetry families under the [:mailglass_inbound, ...] names
documented below
	stable structured errors MailglassInbound.MIMEError,
MailglassInbound.SignatureError, and MailglassInbound.S3FetchError
	the documented storage boundary between canonical normalized rows and raw
evidence used for replay and audit truth

Stable means adopters may rely on:
	one canonical %MailglassInbound.InboundMessage{} value object
	one explicit manual setup path with Plug.Parsers body-reader wiring
	MailglassInbound.Ingress.Plug provider semantics for
provider: :postmark | :sendgrid | :mailgun | :ses
	verify before tenant resolution, tenant work, or persistence
	canonical normalized row plus raw evidence row persisted before mailbox execution
is dispatched
	duplicate acknowledgement from durable receive truth rather than mailbox
outcomes
	replay remaining distinct from fresh provider receipt semantics
	replay remaining distinct from fresh receive semantics
	Task.Supervisor fallback being bounded best-effort only when Oban is absent
	router matching by recipient, subject, and header only
	one mailbox callback, process/1, with the documented outcomes only
	operator tasks at the command-behavior level only
	telemetry stability at event-family and PII-safe metadata-shape level
	closed :type sets for the stable inbound error structs documented below

testing
These surfaces ship in lib/ for adopters to drive and assert inbound flows in
their own suites. They sit alongside the stable runtime contract as a distinct
testing surface; they are not internal and they are not runtime APIs:
	MailglassInbound.Fixtures - builders for canonical
%MailglassInbound.InboundMessage{} values and raw provider payloads that
round-trip through real provider verify/normalize seams.
	MailglassInbound.Test.Ingress - drives the real synchronous persist, route,
and execute write path and captures the outcome in the test process. Drive
routing through the :router option with a compiled use MailglassInbound.Router module. The internal
MailglassInbound.Router.Route struct is not part of the testing contract.
	MailglassInbound.TestAssertions - assert_inbound_* matchers reading the
captured outcome.
	MailglassInbound.MailboxCase - the ExUnit.CaseTemplate adopters use,
which imports assertions, checks out the adopter repo sandbox, sets tenancy,
and resets process-global fixture state.

internal
These surfaces may be exported, visible in generated docs, reachable in source,
or used by first-party packages, but they are implementation details:
	MailglassInbound.OptionalDeps
	MailglassInbound.OptionalDeps.Oban
	MailglassInbound.Execution
	MailglassInbound.Execution.Worker
	MailglassInbound.Ingress.Provider
	MailglassInbound.Ingress.Providers.Postmark
	MailglassInbound.Ingress.Providers.Sendgrid
	MailglassInbound.Ingress.Providers.Mailgun
	MailglassInbound.Ingress.Providers.SES
	MailglassInbound.Ingress.Persist
	package-local ingress pipeline orchestration
	MailglassInbound.Internal.Doctor
	MailglassInbound.Internal.Replay
	MailglassInbound.Internal.Prune
	MailglassInbound.Prune.Worker
	MailglassInbound.Router.Route
	package-local persistence modules under MailglassInbound.InboundRecords.*
	repo and schema helpers used to stamp package-owned storage
	queue names, retry tuning, worker args, direct Oban job shapes, and direct
Oban integration details
	Task.Supervisor startup and process wiring
	admin or operator UI implementation details, DOM, CSS, LiveView modules,
components, assigns, route structs, and event names

MailglassInbound.OptionalDeps.Oban is intentionally reachable so the package
can branch on Oban availability without forcing direct Oban references into
adopter code. Availability checks through this module are supported, but worker
modules, Oban job structs, queue names, and enqueue internals are not part of
the stable contract. These details are not part of the stable contract.
MailglassInbound.Ingress.Provider and the
MailglassInbound.Ingress.Providers.* modules are provider implementation
support only. Provider support is stable through MailglassInbound.Ingress.Plug
options and behavior, not through provider module APIs.
Replay, doctor, and prune orchestration modules are also internal. The package
preserves the command semantics listed here, but internal modules, job structs,
queue contracts, and worker arguments remain maintainer-owned.
deferred
These capabilities are explicitly deferred:
	public replay API and public replay rerouting controls
	public provider extension API
	public worker or queue contracts
	matcher expansion beyond recipient, subject, and header matching
	lifecycle callbacks beyond process/1
	multi-route fan-out
	synthetic inbound development UI
	gen_smtp listener support
	ecosystem integrations
	operator or admin UI APIs for inbound inspection and replay
	body matching, attachment matching, raw MIME matching, and boolean predicate
combinators

Deferred means the package does not promise these capabilities in the current
contract, even if an internal name, TODO, test fixture, or first-party
implementation detail mentions adjacent work.
Stable Inventory
MailglassInbound
Stable root helper for package identity.
	version/0

MailglassInbound.InboundMessage
Stable canonical normalized inbound value object.
Documented field promises in this slice:
	tenant scope
	provider provenance
	provider message reference
	RFC Message-ID
	envelope recipient
	normalized sender and recipient fields
	subject
	normalized headers
	sent and received timestamps
	normalized text and HTML body fields
	normalized attachment manifest without attachment bytes

The stable struct intentionally excludes raw evidence, verification facts,
replay identifiers, worker metadata, storage paths, and provider-only extras.
MailglassInbound.Ingress.Plug
Stable first-party provider ingress seam for provider: :postmark,
provider: :sendgrid, provider: :mailgun, and provider: :ses.
Documented guarantees:
	verifies provider authenticity before tenant resolution or persistence
	resolves tenant scope only after verification succeeds
	normalizes only into the locked %MailglassInbound.InboundMessage{}
	persists a canonical row plus raw evidence row before mailbox execution is
dispatched
	acknowledges provider retries from durable receive truth instead of mailbox
outcomes
	treats duplicate receives as durable receive truth, not mailbox re-execution
	keeps replay distinct from fresh provider receipt
	maps explicit rejection, tenant failure, config failure, duplicate,
control-plane, replay, and S3 fetch outcomes through documented response
semantics
	keeps provider modules internal; adopters configure the plug, not
MailglassInbound.Ingress.Provider or provider module APIs

Postmark and Mailgun signed payloads use verify-first request handling.
SendGrid raw MIME ingress uses basic auth and raw MIME parsing. SES SNS ingress
verifies SNS authenticity before persisting the canonical message and raw
evidence.
MailglassInbound.Ingress.CachingBodyReader
Stable package-local Plug.Parsers helper used by the ingress plug.
Documented guarantees:
	stores exact bytes in conn.private[:raw_body]
	remains path-local and opt-in
	supports verify-first request handling for provider ingress
	is required for Postmark raw-body verification and not required for SendGrid
raw MIME delivery

MailglassInbound.Router
Stable router authoring seam with first-match-wins semantics.
Documented guarantees:
	routes are evaluated top to bottom
	multiple clauses on one route are logical AND
	recipient, subject, and header matching are the only stable matchers
	exact string and regex support only
	:no_match is explicit and non-exceptional

MailglassInbound.Mailbox
Stable mailbox callback contract.
Documented guarantees:
	process/1 is the only stable callback
	valid outcomes are :accept, :ignore, {:reject, reason}, and
{:bounce, reason}
	raises, throws, and exits are execution failures handled by internal runners,
not semantic mailbox outcomes
	replay uses stored canonical and raw evidence truth, but replay
orchestration remains internal rather than public API

MailglassInbound.PubSub.Topics
Stable PubSub topic builder for inbound subscribers.
Documented guarantees:
	topic strings are derived through this module, never hand-built by adopters
	every topic carries the mailglass: prefix required by the project's
PubSub-topic convention
	topics are tenant-scoped where the subscribed resource is tenant-owned

Mix tasks
mix mailglass.inbound.doctor
Stable operator behavior:
	exit code 0 means the checked inbound wiring passes
	exit code 1 means findings were detected
	exit code 2 means the doctor could not complete because configuration or
environment preconditions are missing
	--strict, --format json, and --verbose are documented command options
	JSON output is for operator automation; internal module shapes remain private

mix mailglass.inbound.replay
Stable operator behavior:
	requires --tenant
	replays stored canonical and raw evidence truth
	uses [y/N] confirmation unless --yes is supplied
	never treats replay as a new provider receipt
	resolves a record's mailbox from the durable route binding persisted on its
evidence row, and from no other source
	does not promise public replay API, public rerouting controls, worker args,
queue names, or job struct contracts

Recorded behavioral change (2.2.0, 61e8c8e8): the durable route binding became
the sole source of a replay mailbox, and the prior path that resolved a mailbox
from the module name persisted on an execution run was closed. Resolving a
module from adopter-controlled stored text is an unsafe code-loading operation,
so the narrowing is intentional and permanent.
This is recorded here because it changed observable behavior on a stable seam
under the 1.0 contract, and it is named rather than left implicit: inbound
messages received before 2.2.0 carry no binding and are therefore permanently
unreplayable. The records, their evidence, and their execution history remain
intact, readable, and auditable — only replay is refused, and it is refused
deterministically rather than failing partway. Messages received on 2.2.0 or
later are unaffected; the ingress path writes the binding on every evidence row.
No backfill seam is offered or planned. Reconstructing a binding would require
either the closed unsafe resolution or re-running current routing config against
historical evidence, which can bind a message to a mailbox that never received
it. Adopters needing pre-2.2.0 replay should raise the specific case rather than
infer a remediation from source reachability.
mix mailglass.inbound.prune
Stable operator behavior:
	requires typed yes confirmation unless --yes is supplied
	performs destructive retention cleanup according to documented options
	runs synchronously with or without Oban
	treats MailglassInbound.Prune.Worker as optional scheduling support and
internal implementation detail

Telemetry families
The stable telemetry contract is event-family and metadata-shape based:
	[:mailglass_inbound, :ingress, :request, :start | :stop | :exception]

	[:mailglass_inbound, :route, :match, :start | :stop | :exception]

	[:mailglass_inbound, :persist, :record, :start | :stop | :exception]

	[:mailglass_inbound, :execution, :run, :start | :stop | :exception]

	[:mailglass_inbound, :ingress, :rate_limit, :start | :stop | :exception]

	[:mailglass_inbound, :ingress, :suppression_flag, :start | :stop | :exception]

	[:mailglass_inbound, :prune, :sweep, :start | :stop | :exception]


Telemetry remains stable at the documented event-name family and PII-safe
metadata level. Helper functions, internal emitters, handler wiring, and UI
consumers are not promoted to stable API. Metadata must not include raw
payloads, body text, HTML, headers, sender or recipient addresses, subject
lines, or other PII.
MailglassInbound.MIMEError
Stable structured error for raw MIME parse failures, matched by struct and
:type, never by message string.
Closed :type set:
	:inbound_mime_invalid
	:gen_smtp_unavailable

Documented guarantees:
	raised or returned when raw MIME source cannot be parsed into a canonical
%MailglassInbound.InboundMessage{}
	carries a closed, documented :type set so callers pattern-match on the
struct rather than the message
	does not leak raw MIME bytes or recipient PII in its message

MailglassInbound.SignatureError
Stable, no-recovery structured error for inbound provider signature
verification failures, matched by struct and :type, never by message string.
Closed :type set:
	:bad_signature
	:missing_header
	:malformed_header
	:timestamp_skew
	:subscribe_url_untrusted

Documented guarantees:
	raised when an inbound Mailgun HMAC or SES SNS X.509 signature fails to
verify, or when an SNS SubscribeURL or SigningCertURL fails trust-policy
validation
	the ingress plug maps it to a 401 with no recovery path
	excludes :cause and :provider from serialized Jason.Encoder output so
signing secrets and raw payload fragments never leak
	is package-local and does not implement the core Mailglass.Error behaviour

MailglassInbound.S3FetchError
Stable structured error for AWS SES inbound S3-object fetch failures, matched
by struct and :type, never by message string.
Closed :type set:
	:s3_object_not_ready - bounded GetObject retry exhausted; transient, SNS
redelivers because the handler does not ack
	:s3_fetch_failed - non-retryable S3 error

Documented guarantees:
	raised or returned when a SES receipt-rule S3 action object cannot be fetched
for MIME parsing
	carries a closed, documented :type set so callers pattern-match on the
struct rather than the message
	excludes :cause from serialized Jason.Encoder output so raw S3 or error
fragments never leak
	is package-local and does not implement the core Mailglass.Error behaviour

Schema config (2.0)
config :mailglass_inbound, :schema
Selects the single Postgres schema that holds the inbound package's tables,
mirroring the core config :mailglass, :schema contract.
Contract:
	Value is a valid unquoted Postgres identifier, validated at boot; an invalid
identifier raises a config error at startup.
	Default is "mailglass". In 2.0, inbound tables live in a dedicated
mailglass schema unless you configure otherwise.
	"public" is the explicit, supported opt-out that keeps 1.x behavior (tables
in public) as a one-line breaking-change escape hatch. See the core
guides/upgrading-to-v2_0.md upgrade guide.

Tenancy vs. schema — orthogonal axes. :schema selects the single fixed
library schema for every inbound table. It is orthogonal to tenant_id
multi-tenant data scoping: tenant_id scopes rows and composes with whatever
schema is configured. :schema is not a per-tenant prefix — do not conflate
the two. mailglass_inbound does not use per-tenant schemas; adopters who want
per-tenant data isolation use tenant_id scoping, while :schema isolates the
inbound tables from the host's public namespace, a different axis entirely.
Since: 2.0.0.
Inventory Notes
	Stable does not mean everything ExDoc renders.
	Exported does not mean stable.
	Hidden docs do not make a surface private.
	Module reachability is not a compatibility promise.
	If a new inbound seam is meant to be stable for adopters, add it here and add
matching docs-contract assertions.



  

    Postmark Ingress

Use the README as the primary setup lane. This guide keeps the Postmark-specific
details focused: raw-body verification, configuration, duplicate behavior, and
the exact receive truth the package stores.
Mount Path
Mount the package-local plug on one obvious route:
forward "/inbound/:tenant_id/postmark",
  MailglassInbound.Ingress.Plug,
  provider: :postmark,
  router: MyApp.MailglassInboundRouter
The ingress plug is verify-first:
	read exact request bytes from conn.private[:raw_body]
	verify Postmark Basic Auth and optional IP allowlist
	resolve tenant scope
	normalize into %MailglassInbound.InboundMessage{}
	persist one canonical row plus one raw evidence row
	dispatch mailbox execution only for newly inserted records

Plug.Parsers Wiring
Your endpoint must wire the package body reader:
plug Plug.Parsers,
  parsers: [:json],
  pass: ["*/*"],
  json_decoder: Jason,
  body_reader: {MailglassInbound.Ingress.CachingBodyReader, :read_body, []}
Without that body_reader, the ingress plug returns a config error instead of
attempting verification on reconstructed payload state.
Configuration
Configure the Postmark verification seam through :mailglass_inbound:
config :mailglass_inbound, :postmark,
  basic_auth: {"postmark-user", "postmark-pass"},
  ip_allowlist: []
Basic auth is the default protection seam. IP allowlisting is optional and
fails closed when enabled.
Persistence Semantics
A verified inbound request writes two truths:
	one canonical normalized row in mailglass_inbound_records
	one linked raw evidence row in mailglass_inbound_evidence

The raw evidence row carries payload JSON, selected raw headers, verification
facts, parse warnings, and attachment blobs. raw_mime stays nil unless
Postmark provides a trustworthy raw artifact directly. The package does not
reconstruct raw MIME from parsed fields.
If the record is new and the router finds a mailbox, execution is dispatched
after persistence commits. Oban-backed execution is the durable path. Without
Oban, Task.Supervisor fallback is bounded best-effort only.
Route Compatibility
The route compatibility contract stays narrow:
	mailbox matching is evaluated against the stored canonical record
	:no_match remains explicit and non-exceptional
	duplicate ingress does not create new routing or replay state

Duplicate Handling
Postmark retries and manual retries collapse on the canonical idempotency
anchor:
(tenant_id, provider, provider_message_id)
The plug returns an explicit duplicate success outcome instead of pretending a
new inbound receive occurred, and it does not dispatch mailbox execution again.
Replay Honesty
Replay operates on stored canonical plus raw evidence truth. It is not a fresh
provider receive, it does not silently reroute to a different mailbox, and it
remains an internal replay recovery path rather than a public API.


  

    SendGrid Ingress

Use the README as the primary setup lane. This guide keeps the SendGrid-specific
details focused: raw MIME delivery, duplicate fingerprinting, and replay
recovery posture.
Mount Path
Mount the package-local plug on one obvious SendGrid route:
forward "/inbound/:tenant_id/sendgrid",
  MailglassInbound.Ingress.Plug,
  provider: :sendgrid,
  router: MyApp.MailglassInboundRouter
The ingress plug is verify-first:
	verify SendGrid basic auth
	resolve tenant scope
	normalize the raw MIME email part into %MailglassInbound.InboundMessage{}
	persist one canonical row plus one raw evidence row
	dispatch the matched mailbox only after durable persistence commits

Configuration
Configure the shipped SendGrid seam through :mailglass_inbound:
config :mailglass_inbound, :sendgrid,
  basic_auth: {"sendgrid-user", "sendgrid-pass"}
This slice ships shared-secret basic auth only. Signed multipart verification
did not ship in this slice.
Raw MIME Requirement
SendGrid must post the raw MIME email part. The package fails closed if
SendGrid only sends parsed multipart fields, because replay and duplicate truth
depend on the original MIME artifact.
Persistence And Execution
Verified SendGrid ingress writes two truths before mailbox execution starts:
	one canonical normalized row in mailglass_inbound_records
	one linked raw evidence row in mailglass_inbound_evidence

Mailbox execution happens after persistence and records append-only internal
execution lineage. Oban-backed execution is the durable path.
Task.Supervisor fallback is bounded best-effort only — with no durable enqueue
and no automatic retry. execution outcomes do not control provider retries;
the provider receives 200 once receive truth is safely committed.
Duplicate Handling
SendGrid duplicate collapse is provider-specific. The package does not overload
provider_message_id, because SendGrid may omit it for raw MIME delivery.
Instead, duplicates collapse on:
(tenant_id, provider, raw_mime_fingerprint)
That fingerprint is derived from the stored raw MIME evidence, so retries and
manual resends with the same MIME do not create a second receive truth or a
second mailbox execution.
Replay Honesty
Replay is an internal package capability that reruns the originally matched
mailbox against stored canonical plus raw evidence truth.
Replay is not:
	a fresh provider receive
	a re-ingestion of stored provider payloads as new events
	a silent reroute to a different mailbox
	a widened public provider surface

If the record predates execution-lineage capture, or if fresh history only
contains :no_match, replay fails with an explicit operator-facing error
instead of guessing a mailbox. Recovery in fallback mode depends on replay or
operator action over the stored truth rather than automatic retries.


  

    mailglass_inbound Installation Guide

This guide is the deeper setup detail for the canonical inbound adoption lane
in ../README.md. Follow this sequence only as an expansion of
that README path — dependency pinning, mix deps.get, mix ecto.migrate,
Plug.Parsers body_reader, router + mailbox wiring, provider mount points,
and async mode choice remain identical here.
By the end you will have inbound email flowing from a provider webhook into a
mailbox function you control, with a repeatable test that verifies the path
without a live HTTP request.
Before starting: this guide assumes your Phoenix application already has
mailglass wired (Repo, Config, Tenancy). If not, install
mailglass first.

1. Add the dependency
Add mailglass_inbound to your mix.exs dependencies:
defp deps do
  [
    {:mailglass,         "~> 2.6"},
    {:mailglass_inbound, "~> 2.3"},
    {:oban,              "~> 2.21"}  # optional — see section 6
  ]
end
If you do not want durable background execution yet, omit {:oban, "~> 2.21"}.
The package degrades to a bounded Task.Supervisor fallback when Oban is absent
(see section 6).
Fetch dependencies:
mix deps.get

2. Run the migrations
mailglass_inbound manages its own tables: normalized inbound records, raw
evidence, and append-only execution lineage. Generate its Repo-explicit wrapper,
review it, and then run the host migrations:
mix mailglass.inbound.gen.migration --repo MyApp.Repo
mix ecto.migrate

The wrapper calls MailglassInbound.Migration.up/1 and
MailglassInbound.Migration.down/1. The facade resolves the explicit Repo and
the inbound prefix; it does not reuse core's migration anchor. Initial wrappers
are immutable. When a later package schema version needs a populated upgrade,
generate a separate --upgrade wrapper instead of editing the initial file.
3. Configure the repository
Tell the package which Ecto repo to use. Add this to config/config.exs (or
to config/runtime.exs if you resolve the repo name at runtime):
config :mailglass_inbound, :repo, MyApp.Repo
For tests, point it at the test repo in config/test.exs:
# config/test.exs
# If you have a dedicated sandbox repo, replace MyApp.Repo with your test repo module:
config :mailglass_inbound, :repo, MyApp.Repo
This entry is optional if your application uses only one Ecto repo. If you use a
separate test repo for isolation (e.g. MyApp.TestRepo), replace MyApp.Repo with
that module name here — that is the only line you need to change.
4. Wire the body reader in your endpoint
Webhook signature verification requires the exact request bytes as received.
Add body_reader to your Plug.Parsers call in lib/my_app_web/endpoint.ex:
plug Plug.Parsers,
  parsers: [:urlencoded, :multipart, :json],
  pass: ["*/*"],
  json_decoder: Jason,
  body_reader: {MailglassInbound.Ingress.CachingBodyReader, :read_body, []}
Required. Without body_reader, the Postmark ingress path fails closed
with :webhook_caching_body_reader_missing. Wire it once and all providers
benefit.

5. Define your inbound router
Create a module that declares which mailbox handles which recipients. The
compiled route data drives the real ingress path and your test suite:
defmodule MyApp.MailglassInboundRouter do
  use MailglassInbound.Router

  route MyApp.Mailboxes.SupportMailbox, recipient: "support@example.com"
  route MyApp.Mailboxes.BillingMailbox, recipient: "billing@example.com"
end
Supported route matchers are :recipient, :subject, and :headers. Routes
are evaluated in order and the first match wins.
6. Define a mailbox
A mailbox is a module that implements the MailglassInbound.Mailbox behaviour
with a single process/1 callback. The callback receives a
%MailglassInbound.InboundMessage{} and returns an outcome atom:
defmodule MyApp.Mailboxes.SupportMailbox do
  @behaviour MailglassInbound.Mailbox

  @impl true
  def process(message) do
    # Inspect message.subject, message.from, message.text_body, etc.
    _ = message
    :accept
  end
end
The four supported outcomes are:
	Return value	Meaning
	:accept	Message processed; record accepted
	:ignore	Message received but not processed
	{:reject, reason}	Processing refused; reason logged
	{:bounce, reason}	Bounce signal generated; reason logged

Generator shortcut. Use the generator to scaffold a new mailbox quickly:
mix mailglass.gen.mailbox MyApp.Mailboxes.SupportMailbox

7. Mount the ingress plug in your router
Mount one ingress route per provider. The :tenant_id URL segment resolves
which tenant owns the incoming message:
# lib/my_app_web/router.ex

forward "/inbound/:tenant_id/postmark",
  MailglassInbound.Ingress.Plug,
  provider: :postmark,
  router: MyApp.MailglassInboundRouter

forward "/inbound/:tenant_id/sendgrid",
  MailglassInbound.Ingress.Plug,
  provider: :sendgrid,
  router: MyApp.MailglassInboundRouter
The four stable provider lanes are :postmark, :sendgrid, :mailgun, and :ses.
The provider modules themselves remain internal; adopters configure the
provider option on MailglassInbound.Ingress.Plug and follow the package guides.
Historical v2.0 note: “The stable provider lanes in this slice are :postmark and :sendgrid.” At that time, Mailgun and SES guides were integration references and “not part of the current stable provider contract.”
That statement is retained only as provenance; the four-lane sentence above is current.

8. Configure your provider
Postmark
# config/runtime.exs
config :mailglass_inbound, :postmark,
  basic_auth: {"your-postmark-user", System.fetch_env!("POSTMARK_INBOUND_PASS")},
  ip_allowlist: []  # optional — restrict to Postmark's IP ranges
Point Postmark's inbound webhook at:
https://your-domain.com/inbound/<tenant_id>/postmark
SendGrid
config :mailglass_inbound, :sendgrid,
  basic_auth: {"your-sendgrid-user", System.fetch_env!("SENDGRID_INBOUND_PASS")}
9. Choose the async execution mode
Oban (recommended). When Oban is present, newly matched records are
enqueued through a supervised worker after persistence commits. Retries and
crash recovery are durable:
# config/config.exs — no additional config needed; Oban presence is detected
# automatically. Configure Oban itself as normal in your application.
Task.Supervisor fallback. When Oban is absent, mailglass_inbound spawns a
bounded Task.Supervisor child. This path provides no durable enqueue and no
automatic retry. Recovery after node loss depends on replay or operator action
over the stored receive truth. You may force fallback mode explicitly:
config :mailglass_inbound, :async_adapter, :task_supervisor
10. Write a sandboxed test
Add this to config/test.exs:
config :mailglass_inbound, :repo, MyApp.Repo
Then write a MailboxCase test. Each test drives the real persist + route +
execute path synchronously and asserts on the result:
defmodule MyApp.Mailboxes.SupportMailboxTest do
  use MailglassInbound.MailboxCase, async: false

  test "accepts a support message" do
    message = Fixtures.build_inbound_message(
      subject: "I need help",
      to: "support@example.com"
    )

    {:ok, %{outcome: %{outcome: :accept}, route: %{mailbox: MyApp.Mailboxes.SupportMailbox}}} =
      Test.Ingress.receive_inbound(message, router: MyApp.MailglassInboundRouter)

    # ONE assertion per drive: assert_inbound_* reads the captured tuple with
    # assert_received, which CONSUMES it from the process mailbox. Drive a second
    # message for a second assertion.
    assert_inbound_received(subject: "I need help")
  end

  test "ignores a message with no matching route" do
    message = Fixtures.build_inbound_message(to: "unknown@example.com")

    {:ok, %{outcome: %{outcome: :no_match}}} =
      Test.Ingress.receive_inbound(message, router: MyApp.MailglassInboundRouter)

    assert_inbound_no_match()
  end
end
async: false is required. MailboxCase checks out an Ecto sandbox in
shared mode, and ETS-backed state is global within the test process. Running
concurrent MailboxCase tests produces non-deterministic results.

Tenancy
mailglass_inbound stores a tenant_id on every inbound record. The ingress
plug resolves the tenant from the :tenant_id URL segment. Your application
must implement the Mailglass.Tenancy behaviour — or use the shipped
Mailglass.Tenancy.SingleTenant default for apps that don't partition by
tenant.
What's next
	Return to the canonical path in ../README.md whenever setup
and troubleshooting wording differ; the README remains the single authority.
	See inbound-testing.md for full test coverage
patterns: all four assertion matcher styles, outcome and routing assertions,
Fixtures for every provider, and the idempotency property pattern.
	Compatibility/deprecation posture for inbound stable versus internal/deferred
surfaces: ../../guides/compatibility-and-deprecations.md
	Provider-specific setup guides:	inbound-mailgun.md — Mailgun HTTP route URL, signing
key config, and HMAC verification
	inbound-ses.md — SES SNS topic, IAM policy, S3 bucket,
and :ex_aws_s3 setup


	Operations: inbound-operator.md for
mix mailglass.inbound.doctor, replay, prune, and retention config.



  

    mailglass_inbound Testing Guide

This guide assumes you have completed inbound-install.md
setup. It covers every tool mailglass_inbound ships for testing inbound flows:
the MailboxCase template, all assertion styles, Test.Ingress for driving the
real path, Fixtures for building messages without fixtures on disk, and a
StreamData property pattern for proving idempotency convergence.
MailboxCase setup
MailglassInbound.MailboxCase is the ExUnit.CaseTemplate you use for
inbound mailbox tests. It wires the Ecto sandbox, stamps tenancy, and imports
TestAssertions so assertions are available without an explicit import.
defmodule MyApp.Mailboxes.SupportMailboxTest do
  use MailglassInbound.MailboxCase, async: false

  # TestAssertions, Fixtures, and Test.Ingress are imported/aliased automatically.
  # Write your tests here.
end
Why async: false is required
MailboxCase resets ETS-backed state (the SES cert cache, the S3 fetcher seam)
in its setup callback. Both are process-global. Running async: true MailboxCase
tests concurrently causes non-deterministic shared-state bleed across tests.
MailboxCase defaults to serial execution to prevent this by construction.
The rule is absolute: always use MailglassInbound.MailboxCase, async: false.
The :router option
Pass the same router module your endpoint mounts. Test.Ingress uses it to
resolve routes through the compiled route data:
Test.Ingress.receive_inbound(message, router: MyApp.MailglassInboundRouter)
What MailboxCase provides
	import MailglassInbound.TestAssertions — all assertion macros in scope
	alias MailglassInbound.{Fixtures, Test} — Fixtures.build_* and
Test.Ingress.receive_* without the full module prefix
	Ecto sandbox checkout on the repo configured as config :mailglass_inbound, :repo
	Mailglass.Tenancy.put_current("test-tenant") (override with @tag tenant: "acme")
	SES cert cache reset between tests
	on_exit sandbox teardown

Supported tags
	Tag	Effect
	@tag tenant: "acme"	Override the default "test-tenant"
	@tag tenant: :unset	Disable tenancy stamping for this test
	@tag async: false	Always set — MailboxCase defaults serial execution

Test.Ingress: driving the real path
MailglassInbound.Test.Ingress drives the real synchronous persist + route
	execute write path and captures the outcome in the current test process. It is
the inbound analog of outbound's Fake.Storage → {:mail, _} → assertion
triangle.

Process-local capture contract
Inbound assertion captures are process-local by design: Test.Ingress sends the
capture tuple to the current test process, and assert_inbound_* reads from
that process mailbox. This is why MailboxCase requires async: false for the
default harness and why each consuming assertion must be paired with a fresh
drive in the same test process.
receive_inbound/2
Use this entry point when you have a code-built %InboundMessage{} (typically
from Fixtures.build_inbound_message/1) and want to drive routing through your
compiled router:
{:ok, result} = Test.Ingress.receive_inbound(message, router: MyApp.MailglassInboundRouter)
The return shape is:
{:ok, %{
  message: %MailglassInbound.InboundMessage{},
  outcome: %{outcome: :accept},   # or :ignore / :reject / :bounce / :no_match
  route:   %{status: :matched, mailbox: MyApp.Mailboxes.SupportMailbox},
  persisted: %{}
}}
After receive_inbound/2 returns, the capture tuple
{:inbound, message, outcome, route} is in the current test process mailbox,
ready for assert_inbound_* assertions.
receive_provider_payload/3
Use this entry point when you want to exercise the real provider
verify!/normalize seam end to end — the same path the production ingress
plug drives:
payload = Fixtures.build_postmark_payload(subject: "Hello")

{:ok, result} = Test.Ingress.receive_provider_payload(
  :postmark,
  payload,
  config: %{basic_auth: {"user", "pass"}},
  headers: [{"authorization", "Basic dXNlcjpwYXNz"}],
  router: MyApp.MailglassInboundRouter
)
For :sendgrid, :mailgun, and :ses, the fixture self-signs against
documented default credentials, so receive_provider_payload/3 works with no
extra :config option — the driver defaults to the fixture's own config. For
:postmark, supply a matching config: and headers: pair because the
Postmark fixture carries no auth.
The one-assertion-per-drive rule
The most common footgun in inbound testing.

Each assert_inbound_* call reads the captured {:inbound, _, _, _} tuple
from the test process mailbox using assert_received, which consumes the
tuple. After the first assertion the tuple is gone.
If you need to make a second assertion about the same message, drive a second
call to receive_inbound/2 or receive_provider_payload/3 with a distinct
provider_message_id (so the persist layer sees a fresh message, not a
duplicate). Replaying the same provider_message_id returns {:ok, %{status: :skipped}} and inserts no new capture.
# Correct: one assertion per drive
{:ok, _} = Test.Ingress.receive_inbound(message, router: router)
assert_inbound_received(subject: "Hello")  # consumes the capture

# Wrong: the second assertion finds nothing
{:ok, _} = Test.Ingress.receive_inbound(message, router: router)
assert_inbound_received(subject: "Hello")
assert_inbound_accepted()  # FAILS — capture already consumed above

# Correct: drive two messages to make two assertions
msg1 = Fixtures.build_inbound_message(subject: "Hello")
msg2 = Fixtures.build_inbound_message(subject: "Hello")  # fresh provider_message_id

{:ok, _} = Test.Ingress.receive_inbound(msg1, router: router)
assert_inbound_received(subject: "Hello")

{:ok, _} = Test.Ingress.receive_inbound(msg2, router: router)
assert_inbound_accepted()
assert_inbound_received: four matcher styles
assert_inbound_received is a macro with four calling styles. All styles
consume the oldest {:inbound, _, _, _} tuple from the process mailbox.
Style 1: presence (bare call)
Assert that any inbound message was received. Use it when you are testing the
drive path itself, not a specific field value:
assert_inbound_received()
Style 2: keyword list
Assert that the received message matches a set of field-value pairs. Supported
keys are :subject, :from, :to, :tenant, :provider,
:envelope_recipient:
assert_inbound_received(subject: "Re: ticket #42")
assert_inbound_received(from: "alice@example.com", subject: "Hello")
assert_inbound_received(tenant: "acme")
assert_inbound_received(provider: :postmark)
:from and :to match against a bare address string — pass the address itself,
not a struct:
# Correct
assert_inbound_received(to: "support@example.com")

# Wrong — will fail with a clear error
assert_inbound_received(to: [%{address: "support@example.com"}])
Style 3: struct/map pattern
Assert using a map pattern. The pattern is matched at compile time with
assert_received, so it is fast and precise:
assert_inbound_received(%{subject: "Welcome"})
assert_inbound_received(%{tenant_id: "acme", provider: :postmark})
Style 4: predicate function
Assert using a fn/1 predicate. Use this when you need logic that keyword
matching cannot express:
assert_inbound_received(fn msg ->
  String.starts_with?(msg.subject, "Re:") and msg.tenant_id == "acme"
end)

assert_inbound_received(fn msg -> length(msg.attachments) > 0 end)
A captured function reference (&some_fun/1) also works:
assert_inbound_received(&valid_support_message?/1)
assert_no_inbound_received
Asserts that no inbound capture arrived in this test process. Useful for
testing that a message was not routed when it should not have been:
test "does not process messages from an unknown sender" do
  message = Fixtures.build_inbound_message(from: "unknown@spam.example")
  # Drive against a router with no matching route
  {:ok, %{outcome: %{outcome: :no_match}}} =
    Test.Ingress.receive_inbound(message, router: MyApp.MailglassInboundRouter)

  assert_no_inbound_received()
end
Outcome assertions
Use outcome assertions to verify what the mailbox callback returned. Each
assertion reads the oldest unconsumed capture, so apply one assertion per drive:
# Matches outcome == :accept
assert_inbound_accepted()

# Matches outcome == :reject
assert_inbound_rejected()

# Matches outcome == :ignore
assert_inbound_ignored()

# Matches outcome == :bounce
assert_inbound_bounced()
These match against the persisted ExecutionRun.outcome enum, not the raw
mailbox return atom, so an assertion can never drift from what was actually
written to the database.
Routing assertions
Use routing assertions to verify which mailbox (or no mailbox) the message was
routed to:
# Assert that the message matched a specific mailbox
assert_inbound_routed_to(MyApp.Mailboxes.SupportMailbox)

# Assert that no route matched
assert_inbound_no_match()
These also consume one capture each, so follow the one-assertion-per-drive rule.
Fixtures
MailglassInbound.Fixtures builds inbound payloads entirely from code. There
are no .eml files on disk and no static fixture files to maintain — each
builder produces a value that round-trips through the real provider
verify!/normalize seam.
build_inbound_message/1
Builds a canonical %MailglassInbound.InboundMessage{}. Use this with
Test.Ingress.receive_inbound/2 when you do not need provider-level parsing:
message = Fixtures.build_inbound_message(
  subject: "Invoice attached",
  from: "billing@vendor.example",
  to: "ap@myapp.example",
  tenant_id: "acme"
)
Supported options: :tenant_id, :provider, :provider_message_id,
:message_id, :from, :to, :subject, :text_body, :html_body,
:envelope_recipient.
Every builder defaults a unique provider_message_id per call, so multiple
fixtures built in the same test are distinct records.
build_postmark_payload/1
Builds a raw Postmark inbound JSON body (a binary). Use with
Test.Ingress.receive_provider_payload(:postmark, …):
payload = Fixtures.build_postmark_payload(subject: "Support request")
Postmark is the one provider whose fixture does not carry auth. Supply a
matching config: and headers: pair to the driver:
config  = %{basic_auth: {"user", System.fetch_env!("POSTMARK_INBOUND_PASS")}}
headers = [{"authorization", "Basic " <> Base.encode64("user:pass")}]

Test.Ingress.receive_provider_payload(:postmark, payload,
  config: config,
  headers: headers,
  router: MyApp.MailglassInboundRouter
)
build_sendgrid_payload/1
Builds a SendGrid multipart-form payload self-signed against the documented
fixture credentials. Works with no extra options in tests:
payload = Fixtures.build_sendgrid_payload(subject: "Weekly digest")

Test.Ingress.receive_provider_payload(:sendgrid, payload,
  router: MyApp.MailglassInboundRouter
)
To sign against your own credentials (e.g. testing key rotation):
payload = Fixtures.build_sendgrid_payload(basic_auth: {"myuser", "mypass"})

Test.Ingress.receive_provider_payload(:sendgrid, payload,
  config: %{basic_auth: {"myuser", "mypass"}},
  router: MyApp.MailglassInboundRouter
)
build_mailgun_payload/1
Builds a Mailgun multipart-params payload HMAC-signed against the documented
fixture signing key. Works with no extra options in tests:
payload = Fixtures.build_mailgun_payload(subject: "Inbound from Mailgun")

Test.Ingress.receive_provider_payload(:mailgun, payload,
  router: MyApp.MailglassInboundRouter
)
build_ses_sns_payload/1
Builds a valid X.509-signed SES SNS notification entirely from code. The
builder mints an ephemeral in-memory RSA-2048 keypair per call, primes the real
CertCache (no :httpc fetch), and primes the S3Fetcher.Fake with the raw
MIME body. Works with no extra options in tests when using MailboxCase (which
resets the cert cache between tests):
payload = Fixtures.build_ses_sns_payload(subject: "SES inbound test")

Test.Ingress.receive_provider_payload(:ses, payload,
  router: MyApp.MailglassInboundRouter
)
If you use SES fixtures from a plain ExUnit.Case without MailboxCase, reset
the cert cache between tests to prevent cross-test state bleed:
setup do: Mailglass.Webhook.Providers.SES.CertCache.reset()
Why no .eml files
Code-built fixtures that round-trip through the real provider normalizer are
more faithful than static .eml files — they stay in sync with the parser
automatically and require no disk fixtures to maintain or rotate. Provider
fixture signing is ephemeral and per-call, so nothing sensitive is ever written
to disk.
Idempotency property pattern
mailglass_inbound stores inbound records with a provider-specific unique index
(tenant_id, provider, provider_message_id for Postmark; md5(raw_mime) for
SendGrid, SES, and Mailgun). Replaying the same payload converges to one
InboundRecord and one fresh ExecutionRun.
The following pattern is the inbound analog of the outbound 1000-replay
convergence proof. It uses StreamData + ExUnitProperties to generate 1000
random scenarios and drive them against a real Postgres database:
defmodule MyApp.InboundIdempotencyTest do
  use ExUnit.Case, async: false
  use ExUnitProperties

  import Ecto.Query

  alias Ecto.Adapters.SQL.Sandbox
  alias MailglassInbound.Execution
  alias MailglassInbound.InboundMessage
  alias MailglassInbound.InboundRecords.ExecutionRun
  alias MailglassInbound.InboundRecords.InboundRecord
  alias MailglassInbound.Ingress.Persist

  @tenant_id "prop-test-tenant"
  @provider "postmark"

  setup do
    owner =
      Sandbox.start_owner!(MyApp.Repo,
        shared: true,
        ownership_timeout: 10 * 60_000
      )

    truncate_all()

    on_exit(fn -> Sandbox.stop_owner(owner) end)

    :ok
  end

  property "1000 replays converge to one InboundRecord per unique payload" do
    check all(
            payloads <- list_of(payload_gen(), min_length: 1, max_length: 10),
            replay_count <- integer(1..10),
            max_runs: 1000
          ) do
      truncate_all()

      for payload <- payloads, _ <- 1..replay_count do
        {:ok, persisted} = Persist.persist(handoff(payload), [])
        _ = Execution.execute(persisted, source: :fresh)
      end

      unique_count =
        payloads
        |> Enum.map(& &1["MessageID"])
        |> Enum.uniq()
        |> length()

      assert MyApp.Repo.aggregate(InboundRecord, :count) == unique_count

      # Filter to :fresh source only — the replay_runs table is shared with
      # ExecutionRun (both map to mailglass_inbound_replay_runs).
      fresh_count =
        MyApp.Repo.aggregate(
          from(r in ExecutionRun, where: r.source == :fresh),
          :count
        )

      assert fresh_count == unique_count
    end
  end

  defp payload_gen do
    gen all(msg_id <- member_of(["m1", "m2", "m3", "m4"])) do
      %{"MessageID" => msg_id, "From" => "a@b.test", "To" => "x@y.test"}
    end
  end

  defp handoff(%{"MessageID" => msg_id} = payload) do
    message = %InboundMessage{
      tenant_id: @tenant_id,
      provider: @provider,
      provider_message_id: msg_id,
      message_id: msg_id,
      envelope_recipient: payload["To"],
      from: [%{address: payload["From"]}],
      to: [%{address: payload["To"]}],
      subject: "Subject #{msg_id}",
      headers: %{},
      received_at: DateTime.utc_now()
    }

    %{tenant_id: @tenant_id, provider: @provider, message: message,
      evidence: %{raw_payload: payload}}
  end

  defp truncate_all do
    MyApp.Repo.query!("TRUNCATE TABLE mailglass_inbound_records CASCADE", [])
    MyApp.Repo.query!("TRUNCATE TABLE mailglass_inbound_replay_runs CASCADE", [])
  end
end
Key points for this pattern:
	Use async: false — the TRUNCATE between iterations deadlocks with a
per-test transaction wrapper.
	Use Sandbox.start_owner!/2 with shared: true and an extended
ownership_timeout for 1000-iteration runs.
	Filter ExecutionRun to where: r.source == :fresh — the run table is
shared with ReplayRun rows (both use mailglass_inbound_replay_runs).
	Drive Execution.execute/2 directly, not Execution.dispatch/2 — dispatch
may spawn async Oban jobs, producing non-deterministic ExecutionRun counts.

What's next
	inbound-install.md — if you haven't wired the package
yet
	inbound-routing-debug.md — diagnosing matcher
failures and common routing issues
	inbound-operator.md — mix mailglass.inbound.doctor,
replay, prune, and retention config for production operations



  

    mailglass_inbound Operator Guide

This guide covers the production operations surface for mailglass_inbound:
three mix tasks for config verification, replay, and data retention; the
retention and rate-limit configuration schema; and how suppression flagging
works.
Contract boundary for operators
The stable operator contract is the command-level behavior documented in this
guide: CLI flags, confirmation tiers, tenant guards, destructive behavior, and
exit/outcome semantics for mix mailglass.inbound.doctor,
mix mailglass.inbound.replay, and mix mailglass.inbound.prune.
Everything else is implementation detail and may change without deprecation:
internal MailglassInbound.Internal.* modules, worker modules, queue/retry
internals, and admin UI implementation details.
mix mailglass.inbound.doctor
mix mailglass.inbound.doctor runs DNS-free pre-deploy validation of your
inbound configuration. It is the inbound analog of mix mail.doctor — entirely
offline, exit-coded for CI, designed to catch configuration errors before you
deploy.
Usage
mix mailglass.inbound.doctor
mix mailglass.inbound.doctor --strict
mix mailglass.inbound.doctor --format json
mix mailglass.inbound.doctor --verbose

The task reads config :mailglass_inbound, router: MyApp.InboundRouter to
locate your compiled router.
What it checks
	Routes compile and do not conflict
	Referenced mailbox modules exist and implement process/1
	Provider signing keys are present in config (presence only — it never
verifies a signature, so no live HTTP call is made)
	MIME backend availability

Exit codes
	Code	Meaning
	0	All checks pass (including warnings, unless --strict)
	1	At least one check failed, or any warning under --strict
	2	Cannot diagnose — no router configured, or router does not compile

Exit code 2 is the "cannot even run the checks" signal. Exit code 1 is the
CI failure signal. Exit code 0 is the green path.
Flags
	Flag	Effect
	--strict	Treat warnings as failures (exit 1 on any warning)
	--format json	Machine-readable JSON output (default: human)
	--verbose	Show the resolved route list alongside check results

CI usage
Add to your pre-deploy gate:
mix mailglass.inbound.doctor --strict --format json

Exit code 1 fails the gate. Exit code 2 typically indicates a missing
router config and should also fail.
Output (human format)
check: routes compile ... ok
check: no route conflicts ... ok
check: SupportMailbox implements process/1 ... ok
check: postmark signing key present ... ok
check: MIME backend available ... ok

All checks passed.
mix mailglass.inbound.replay
mix mailglass.inbound.replay replays previously received inbound records
through their mailboxes. It drives the shipped replay engine, appending an
ExecutionRun with source: :replay to the append-only lineage table without
modifying any existing rows.
Usage
# Replay a single record
mix mailglass.inbound.replay --tenant acme --record-id <uuid>

# Replay all records since a timestamp for a tenant
mix mailglass.inbound.replay --tenant acme --since 2026-05-01T00:00:00Z

# Report scope without replaying
mix mailglass.inbound.replay --tenant acme --dry-run

# Skip confirmation
mix mailglass.inbound.replay --tenant acme --record-id <uuid> --yes

--tenant is required
--tenant <id> is required for every replay operation. It is the cross-tenant
replay guard: every record is loaded scoped to that tenant, so a
foreign-tenant --record-id resolves to nothing rather than replaying across
the boundary.
In single-tenant deployments, pass your resolver's tenant ID:
mix mailglass.inbound.replay --tenant default --dry-run

Omitting --tenant is a CLI error:
Inbound replay blocked: --tenant <id> is required (cross-tenant replay guard).
Use --tenant default under the SingleTenant resolver.
Flags
	Flag	Effect
	--tenant <id>	Required. Scope all record loads to this tenant
	--record-id <uuid>	Replay a specific record (AND-combined with --since)
	--since <iso8601>	Replay all records received at or after this timestamp
	--yes / -y	Skip the confirmation prompt
	--dry-run	Report the count and scope without replaying

--record-id and --since are AND-combinable: both must match for a record to
be replayed.
Confirmation
Replay is non-destructive — it only appends ExecutionRun rows. The
confirmation tier is a simple [y/N] defaulting to No:
Replay 12 inbound record(s)? [y/N]
--yes/-y skips the prompt for automation. --dry-run reports scope without
prompting or replaying.
Replay is stored-truth recovery: it is not a fresh provider receipt, it does
not silently reroute to another mailbox, and it is not a public replay runtime
API contract.
Zero matches
When no records match the selectors, the task exits 0 with:
Inbound replay: nothing to replay (0 records matched the selectors).
Messages received before 2.2.0 cannot be replayed
Since mailglass_inbound 2.2.0, replay resolves a record's mailbox from the
durable route binding written on the evidence row at receive time, and from
nothing else. Resolving a mailbox from a module name persisted on an old
execution run was deliberately closed: turning stored text back into a module is
an unsafe code-loading operation, and evidence rows are adopter-controlled data.
The consequence is historical and bounded: an inbound message received before
you upgraded to 2.2.0 has no route binding and can never be replayed. Replay
reports it and moves on; the record, its evidence, and its execution history are
all intact and remain readable and auditable. Every message received since the
upgrade replays normally, because the ingress path writes the binding on every
evidence row it creates.
There is no backfill task. Reconstructing a binding would mean either trusting
the persisted module name — the exact operation that was closed — or re-running
your current routing config against old evidence, which can silently bind a
historical message to a mailbox that did not receive it. If you have a concrete
need to replay pre-2.2.0 messages, open an issue describing it; the safe form of
that remediation depends on facts about your routing history that the library
cannot infer.
mix mailglass.inbound.prune
mix mailglass.inbound.prune enforces the configured inbound retention policy.
It runs the batched sweep synchronously (with or without Oban) and deletes
over-retention rows in batches of 1000 under a pg_try_advisory_lock
single-run guard.
Usage
# Interactive typed confirmation
mix mailglass.inbound.prune

# Report scope without deleting
mix mailglass.inbound.prune --dry-run

# Skip confirmation (for cron or CI)
mix mailglass.inbound.prune --yes

Typed "yes" confirmation
Because the sweep permanently deletes rows, the confirmation tier is
stronger than replay's [y/N]. You must type the full word yes at the
prompt:
This permanently deletes over-retention inbound rows. Type 'yes' to continue:
Typing anything other than yes (including y, Y, or YES) aborts without
deleting:
Inbound prune: aborted (no rows deleted).
--yes/-y skips the prompt for automated use (cron, CI):
mix mailglass.inbound.prune --yes

Flags
	Flag	Effect
	--yes / -y	Skip typed confirmation (cron/CI)
	--dry-run	Report scope without deleting

Delete order
Rows are deleted child-first to respect the FK-lineage invariant:
	replay_runs (oldest window: 30 days default)
	execution_runs (90 days default)
	evidence (90 days default)
	records (90 days default)

Advisory lock
A pg_try_advisory_lock guards the sweep so only one prune can run at a time.
If another sweep is already in progress, the task exits cleanly:
Inbound prune: another sweep is already running (advisory lock held); nothing deleted.
Scheduled pruning with Oban
MailglassInbound.Prune.Worker exists as an Oban cron worker but is not
auto-registered. Wire it yourself in your Oban config:
# config/config.exs
config :my_app, Oban,
  plugins: [
    {Oban.Plugins.Cron,
     crontab: [
       {MailglassInbound.Prune.Worker, "0 3 * * *"}  # daily at 03:00 UTC
     ]}
  ]
If you do not use Oban, run the prune task from system cron:
0 3 * * * /path/to/app mix mailglass.inbound.prune --yes
mix mailglass.inbound.prune runs the sweep synchronously regardless of
whether Oban is installed — only scheduling needs Oban.
The worker module and scheduling topology above are operational examples, not a
public worker/queue API contract.
Retention policy configuration
Retention windows control how long each table class is kept before the prune
sweep deletes it. Configure them in config/runtime.exs:
config :mailglass_inbound,
  retention: [
    records_days:        90,   # how long to keep InboundRecord rows
    evidence_days:       90,   # how long to keep raw evidence (payloads, MIME)
    execution_runs_days: 90,   # how long to keep fresh ExecutionRun rows
    replay_runs_days:    30    # how long to keep ReplayRun rows
  ]
These are the defaults. You only need to configure keys you want to override.
FK-lineage invariant
The four windows must respect the foreign-key lineage so the child-first sweep
never trips a constraint:
records_days >= evidence_days >= max(execution_runs_days, replay_runs_days)
If you configure a shorter parent window than a child, the config accessor
silently clamps the parent up to the minimum safe value rather than letting the
sweep crash on a foreign key violation.
Disabling a window
Set any class to :infinity to disable pruning for that class:
config :mailglass_inbound,
  retention: [
    records_days:        :infinity,  # never prune records
    evidence_days:       :infinity,  # never prune evidence
    execution_runs_days: :infinity,
    replay_runs_days:    30
  ]
When a child class is :infinity, its parent classes are also treated as
:infinity (the FK-lineage invariant applies).
Inspecting effective windows at boot
Call MailglassInbound.Config.validate_at_boot!/0 from your application start
to validate the configured shape and raise early on invalid values:
# lib/my_app/application.ex
def start(_type, _args) do
  MailglassInbound.Config.validate_at_boot!()
  # ... supervisor children
end
Rate-limit configuration
mailglass_inbound rate-limits inbound requests post-verify in three buckets
evaluated fail-fast in order:
tenant -> recipient -> sender_domain
On bucket trip, the plug returns HTTP 429 with a Retry-After header. There
is no :transactional stream bypass.
Configure in config/runtime.exs:
config :mailglass_inbound,
  rate_limit: [
    tenant:        [capacity: 1000, per_minute: 1000],  # per tenant_id
    recipient:     [capacity: 500,  per_minute: 500],   # per envelope_recipient
    sender_domain: [capacity: 200,  per_minute: 200]    # per sender domain
  ]
These are the defaults. capacity is the token-bucket burst size;
per_minute is the sustained refill rate. The defaults set them equal, so
"N/min" is the sustained throughput.
Evaluation order
	Tenant bucket trips first. If a tenant exceeds 1000 inbound requests per
minute across all recipients, subsequent requests from that tenant are
rejected with 429 before further processing.
	Recipient bucket trips second — per envelope_recipient address,
regardless of sender.
	Sender domain bucket trips last — per extracted sender domain.

Fail-fast means a tenant trip never reaches the recipient or sender_domain
checks.
Tuning recommendations
	Raise tenant capacity for high-volume tenants (e.g. SaaS platforms
receiving forwarded helpdesk email at scale).
	Keep sender_domain low to protect against individual senders flooding a
single recipient.
	All values are runtime-configurable — no restart required if you update
config/runtime.exs and restart the application.

Suppression flag interpretation
mailglass_inbound checks the outbound suppression list when an inbound message
arrives. Suppressed senders are flagged, not auto-bounced.
What the flag means
When an inbound sender's address appears on the suppression list, the
InboundRecord is inserted with suppression_flagged: true. The message still
flows through routing and mailbox execution. The flag is visible:
	In the InboundMessage.signals struct under the :suppression_flagged field
	In the inbound admin LiveView record list and detail panel

Why flag-only, not auto-bounce
Several common inbound patterns involve suppressed addresses:
	Forwarders and aliasing services. A forwarding address may be on the
suppression list (e.g. a bounce from alias@forwarder.example that
suppressed that address), but the human behind it is legitimate.
	Complaint replies. A recipient who marked a delivery as spam may then
write in with a genuine support request. Auto-bouncing that reply discards
diagnostic signal.
	False-positive recovery. Suppression lists can have false positives.
Auto-bouncing closes the recovery window before a human can inspect the
situation.

The flag preserves the diagnostic signal. Your mailbox callback decides what to
do with it:
defmodule MyApp.Mailboxes.SupportMailbox do
  @behaviour MailglassInbound.Mailbox

  @impl true
  def process(message) do
    if message.signals.suppression_flagged do
      # Route to a human review queue rather than auto-processing
      {:reject, "suppressed sender — flagged for manual review"}
    else
      :accept
    end
  end
end
Or accept and handle in application logic:
def process(message) do
  MyApp.SupportTickets.create(message)
  :accept
end
The choice of outcome is yours. The inbound package only flags; it does not
decide.
References
	inbound-install.md — initial router config and provider
setup, which mix mailglass.inbound.doctor validates
	inbound-testing.md — how to write tests that verify
mailbox behavior
	inbound-mailgun.md — Mailgun provider setup
	inbound-ses.md — SES provider setup



  

    Mailgun Ingress

This guide assumes you have completed the inbound-install.md setup.
It covers only the Mailgun-specific configuration: mounting the ingress route, configuring
your signing key, understanding the two payload modes, and what the package does with each
verified request.
Mount Path
Mount the ingress plug on a dedicated Mailgun route in your Phoenix router:
forward "/inbound/:tenant_id/mailgun",
  MailglassInbound.Ingress.Plug,
  provider: :mailgun,
  router: MyApp.MailglassInboundRouter
The ingress plug is verify-first:
	read the exact request bytes from conn.private[:raw_body]
	verify the HMAC-SHA256 signature triple from the flat form fields
	reject replays (return 200 — see Replay Protection below)
	resolve tenant scope
	normalize into %MailglassInbound.InboundMessage{}
	persist one canonical row plus one raw evidence row
	dispatch mailbox execution only for newly inserted records

Plug.Parsers Wiring
Your endpoint must include the caching body reader from the install guide:
plug Plug.Parsers,
  parsers: [:urlencoded, :multipart, :json],
  pass: ["*/*"],
  json_decoder: Jason,
  body_reader: {MailglassInbound.Ingress.CachingBodyReader, :read_body, []}
Without this body_reader, verification fails immediately — the raw bytes that
Mailgun signs are not available for HMAC computation.
Mailgun Route Setup
In the Mailgun dashboard, configure an inbound route to forward received mail to your endpoint:
	Navigate to Receiving → Routes → Create Route.
	Set a filter expression — for example:	Match a specific recipient: match_recipient("support@mg.example.com")
	Catch all: match_all()


	Set the action to Forward with your endpoint URL:
https://your-app.example.com/inbound/YOUR_TENANT_ID/mailgun
	Save the route.

Inbound Domain and MX Records
Mailgun inbound operates on a sending subdomain, not your primary domain. The
conventional subdomain is mg.example.com — you configure this in the Mailgun dashboard
under Sending → Domains and then set MX records on mg.example.com, not on
example.com itself.
Attempting to use your main domain's MX records for Mailgun inbound will not work. Use the
mg. subdomain (or whichever subdomain you configured in Mailgun) consistently in your
Route filter expressions and forward actions.
Configuration
Add the Mailgun signing key to your application config:
# config/runtime.exs
config :mailglass_inbound, :mailgun,
  signing_key: System.get_env("MAILGUN_WEBHOOK_SIGNING_KEY")
Where to find the signing key: Mailgun Dashboard → Settings → API Security →
HTTP Webhook Signing Key (labeled "Webhook Signing Key", distinct from your API key).
Optional Tuning Knobs
config :mailglass_inbound, :mailgun,
  signing_key: System.get_env("MAILGUN_WEBHOOK_SIGNING_KEY"),
  # How far in the past a timestamp is tolerated (default: 300 seconds / 5 minutes)
  timestamp_tolerance_seconds: 300,
  # How far in the future a timestamp is tolerated (default: 60 seconds)
  future_skew_seconds: 60,
  # How long replay tokens are retained in the cache (default: 28800 seconds / 8 hours)
  replay_cache_ttl_seconds: 28_800
The defaults match Mailgun's documented behavior and are suitable for production use.
Signing Key Rotation
To rotate the Mailgun webhook signing key:
	Generate a new signing key in the Mailgun dashboard.
	Update signing_key in your config and redeploy.

During deployment, Mailgun's 5-minute timestamp tolerance means requests signed with the
old key continue to pass verification as long as they arrive within 300 seconds of the
timestamp. There is no downtime gap during key rotation.
Verification
Mailgun inbound requests carry three flat form fields used for HMAC verification:
	Field	Description
	timestamp	Unix timestamp (integer, as a string) when Mailgun generated the request
	token	Random 50-character nonce unique to this delivery attempt
	signature	HMAC-SHA256 of timestamp <> token hex-encoded lowercase

The verification algorithm:
	Compute HMAC-SHA256(signing_key, timestamp <> token).
	Compare the result (hex-encoded, lowercase) to signature using a constant-time comparison.
	Reject the request if the timestamp is more than timestamp_tolerance_seconds in the past
or more than future_skew_seconds in the future.

Important: Mailgun inbound uses flat form fields, not the nested JSON
%{"signature" => %{...}} envelope that Mailgun outbound webhooks use. The signing input
is a direct string concatenation of timestamp and token, not a JSON document.
Replay Protection
After a request passes HMAC and timestamp verification, the token field is checked against
an in-memory replay cache. If the same token has already been seen:
	The plug returns 200 OK immediately (a no-op).
	No second InboundRecord is created.
	No mailbox execution is triggered.

The response is 200, not 401. This is deliberate: Mailgun retries on non-200 responses,
which would create an infinite retry loop for a request the system has already processed.
Returning 200 signals to Mailgun that the delivery succeeded.
The replay cache retains tokens for replay_cache_ttl_seconds (default: 8 hours). Tokens
that arrive after the TTL expires are treated as new deliveries.
Two Payload Modes
Mailgun delivers inbound mail in one of two formats, detected automatically by the plug:
Raw MIME Mode
When the Mailgun route action includes the raw MIME option (the request carries a
body-mime field), the plug parses the raw MIME bytes through the built-in MIME parser.
This mode produces higher-fidelity normalization: attachment content-types, structured
headers, and multi-part boundaries are all resolved from the original MIME structure.
Parsed Mode (Default)
When the Mailgun route sends parsed fields (no body-mime field), the plug normalizes
from Mailgun's flat form fields:
	body-plain / stripped-text → text_body
	body-html / stripped-html → html_body
	message-headers (JSON-encoded header pairs) → structured headers map
	recipient → envelope_recipient
	from, to, cc, bcc, reply-to → address lists

No adopter configuration is needed to select a mode — the plug detects it from the
presence of the body-mime field in the request.
Persistence Semantics
A verified Mailgun request writes two records before mailbox execution:
	one canonical normalized row in mailglass_inbound_records
	one linked raw evidence row in mailglass_inbound_evidence

The evidence row carries the full raw form payload, selected request headers,
verification facts, parse warnings, and attachment blobs. If raw MIME mode was used,
the evidence row also stores the original MIME bytes.
Duplicate requests (same tenant_id, provider, and provider_message_id) collapse
on the canonical row — no second record is created and no second mailbox execution is
dispatched.
Mailbox execution is dispatched after persistence commits. The Oban-backed path is the
durable route. Without Oban, Task.Supervisor fallback is bounded best-effort only —
no automatic retry on execution failure.


  

    SES Inbound

This guide assumes you have completed the inbound-install.md setup.
It covers the full pipeline for receiving mail through Amazon SES: SNS topic, IAM policy,
SES receipt rules, optional dep install, production config, and the behavioral guarantees
the package provides once the pipeline is wired.
Overview
Amazon SES inbound works through a two-leg pipeline:
SES Receipt Rules → S3 (raw MIME body) + SNS topic (notification) → your endpoint
When SES receives a message matching your receipt rule:
	SES stores the raw MIME body in your S3 bucket (the S3 action).
	SES publishes a notification to your SNS topic (the SNS action).
	SNS delivers the notification to your HTTPS endpoint via subscription.
	The ingress plug verifies the SNS X.509 signature, reads the S3 object key from the
notification, fetches the raw MIME bytes from S3, and processes the message.

This is distinct from SES sending-event webhooks (delivery/bounce/complaint
notifications) — those flow through a different AWS pipeline and are handled by the core
mailglass package's SES webhook adapter.
Mount Path
Mount the ingress plug on a dedicated SES route in your Phoenix router:
forward "/inbound/:tenant_id/ses",
  MailglassInbound.Ingress.Plug,
  provider: :ses,
  router: MyApp.MailglassInboundRouter
The ingress plug is verify-first:
	read the exact request bytes from conn.private[:raw_body]
	verify the SNS X.509 signature
	dispatch on SNS message type (Notification, SubscriptionConfirmation, UnsubscribeConfirmation)
	for Notifications: fetch raw MIME from S3
	resolve tenant scope
	normalize into %MailglassInbound.InboundMessage{}
	persist one canonical row plus one raw evidence row
	dispatch mailbox execution only for newly inserted records

Plug.Parsers Wiring
Your endpoint must include the caching body reader from the install guide:
plug Plug.Parsers,
  parsers: [:json],
  pass: ["*/*"],
  json_decoder: Jason,
  body_reader: {MailglassInbound.Ingress.CachingBodyReader, :read_body, []}
Without this body_reader, SNS signature verification fails — the raw bytes that SNS signs
are not available for X.509 verification.
SNS Topic Setup
	Open the SNS console and create a new topic.
	Type: Standard (not FIFO — SNS HTTP subscriptions are not supported on FIFO topics).
	Name: e.g. mailglass-inbound-ses.
	Note the Topic ARN — you will need it when configuring the SES receipt rule.


	Create an HTTPS subscription to your endpoint:
	Protocol: HTTPS
	Endpoint: https://your-app.example.com/inbound/YOUR_TENANT_ID/ses
	Click Create subscription.


	Confirm the subscription manually. After SNS delivers a
SubscriptionConfirmation POST to your endpoint, the ingress plug validates
the SubscribeURL host against the hardcoded SNS trust policy (SSRF guard)
and returns 200 OK, but it does not follow the URL. SNS requires an
HTTP GET to the SubscribeURL to complete confirmation.
Visit the SNS console → your subscription → Request confirmation (or
retrieve the SubscribeURL from the SNS delivery attempt logs and curl it):
curl "https://sns.us-east-1.amazonaws.com/?Action=ConfirmSubscription&..."

The subscription status changes from PendingConfirmation to Confirmed
once SNS receives your GET. Until confirmed, no Notification messages are
delivered. See SubscribeURL Trust Policy for
details on the host validation that guards against SSRF.


IAM Policy
The SES receipt rule needs permission to write the raw message body to your S3 bucket. Your
application (or the environment where it runs) needs permission to read from that bucket.
SES Delivery Role
Attach a policy to the IAM role used by your SES receipt rule action that allows s3:PutObject:
{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Effect": "Allow",
      "Action": ["s3:PutObject"],
      "Resource": "arn:aws:s3:::YOUR-BUCKET-NAME/inbound/*"
    }
  ]
}
Replace YOUR-BUCKET-NAME with your actual bucket name and inbound/ with the key prefix
you configured in the receipt rule S3 action.
Application Read Policy
Attach a policy to your application's IAM role (or instance profile / pod identity) that
allows reading from the bucket:
{
  "Version": "2012-10-17",
  "Statement": [
    {
      "Effect": "Allow",
      "Action": ["s3:GetObject"],
      "Resource": "arn:aws:s3:::YOUR-BUCKET-NAME/*"
    }
  ]
}
Replace YOUR-BUCKET-NAME with your actual bucket name. The /* suffix is required because
the object key is the SES message ID, which varies per message.
SES Receipt Rule Setup
	Open the SES console → Email Receiving → Rule Sets.
	Select an existing rule set or create a new one and activate it.
	Create a new rule:	Recipient conditions: add the address or domain patterns you want to receive mail for
(e.g. support@mg.example.com or @mg.example.com for all addresses on the domain).
	Action 1: S3 — store to YOUR-BUCKET-NAME with key prefix inbound/.
SES stores the raw MIME body at s3://YOUR-BUCKET-NAME/inbound/{messageId}.
	Action 2: SNS — publish notification to your SNS topic ARN.
The SNS notification includes the S3 bucket name and object key, which the ingress plug
uses to fetch the raw MIME body.


	Save the rule.

Order matters: The S3 action must come before the SNS action. SNS can deliver the
notification before S3 write-after-read consistency is guaranteed. The plug retries the
S3 fetch to handle this — see S3 Consistency.

Optional Deps Install
SES inbound requires three optional packages plus an HTTP client. Add them to your
mix.exs dependencies:
defp deps do
  [
    # existing deps ...
    {:ex_aws, "~> 2.7"},
    {:ex_aws_s3, "~> 2.5"},
    {:sweet_xml, "~> 0.7"},
    # Choose one HTTP client that ex_aws supports:
    {:hackney, "~> 1.20"}
    # {:req, "~> 0.5"}
    # {:finch, "~> 0.19"}
  ]
end
ex_aws and ex_aws_s3 are the AWS SDK; sweet_xml is required by ex_aws_s3 for
XML response parsing; the HTTP client is required by ex_aws for making AWS API requests.
Any HTTP client that ex_aws supports will work — hackney is the most commonly used.
AWS Credentials
ex_aws resolves credentials from the standard AWS chain: environment variables
(AWS_ACCESS_KEY_ID, AWS_SECRET_ACCESS_KEY, AWS_REGION), ECS task roles, EC2 instance
profiles, or EKS pod identity. No mailglass-specific credential configuration is needed.
Configuration
Warning: The default s3_fetcher is the Fake adapter, which is test-only and
performs no real S3 fetch. You must explicitly configure the production fetcher or your
application will silently process no inbound mail in production.

Configure the SES inbound provider in your runtime config:
# config/runtime.exs
config :mailglass_inbound, :ses,
  s3_fetcher: MailglassInbound.S3Fetcher.ExAwsS3
MailglassInbound.S3Fetcher.ExAwsS3 is the real adapter that calls ExAws.S3.get_object/2
to fetch the message body. It is gated behind the optional deps above — the config key is
nil (and therefore resolves to the Fake adapter) unless you set it explicitly.
Optional Tuning Knobs
config :mailglass_inbound, :ses,
  s3_fetcher: MailglassInbound.S3Fetcher.ExAwsS3,
  # How long X.509 signing certificates are cached (default: 3600 seconds / 1 hour)
  cert_cache_ttl_seconds: 3600,
  # S3 retry configuration (default: 3 attempts, 250ms/1000ms/2000ms backoff)
  s3_retry_opts: [max_attempts: 3, backoff_ms: [250, 1_000, 2_000]]
SubscribeURL Trust Policy
When SNS sends a SubscriptionConfirmation message to your endpoint, the notification
includes a SubscribeURL that SNS uses to verify the subscription. The ingress plug
validates this URL against a hardcoded trust policy before taking any action.
The trust policy enforces that the SubscribeURL host matches:
^sns\.[a-zA-Z0-9\-]{3,}\.amazonaws\.com(\.cn)?$
URLs that do not match this pattern are rejected immediately — the plug returns 401
without following the URL. This prevents an attacker from injecting a forged
SubscriptionConfirmation that points to an internal service (an SSRF attack).
No adopter-configurable allowlist is needed or provided. A dynamic allowlist would be
exploitable — if an adopter misconfigured it to include a broader pattern, a forged
subscription confirmation could be used to make your server issue arbitrary HTTPS requests.
The hardcoded AWS SNS host pattern is the correct security boundary.
S3 Consistency
S3 provides read-after-write consistency for new objects, but SNS can deliver the
notification in the brief window before the S3 write is fully visible to all readers. If the
S3 GetObject call returns a "not found" or transient error, the plug retries:
	Up to 3 attempts total.
	Backoff: 250ms after the first attempt, 1000ms after the second, 2000ms after the third.
	After 3 failed attempts, the plug returns a structured S3FetchError and the request
returns 500 so SNS can retry later.

The retry behavior is configurable via s3_retry_opts if your workload has different
latency characteristics.
KMS Limitation
If you enable client-side KMS encryption on your S3 bucket — where the object is
encrypted by the SES client using a KMS key before upload — the raw bytes returned by
GetObject will be KMS ciphertext. The ingress plug does not hold or use any KMS keys and
cannot decrypt this ciphertext.
The result is a degraded record: the MIME parser processes the ciphertext bytes and
produces a record with empty normalized fields (text_body, html_body, from, to,
etc.). The raw ciphertext bytes are preserved in the evidence row. No crash occurs.
Use bucket-level server-side encryption (SSE) instead:
	SSE-S3 (AES256): S3 manages the keys transparently. No changes needed on the
read path — GetObject returns plaintext bytes.
	SSE-KMS with a bucket policy: S3 decrypts using the specified KMS key on GetObject.
Ensure your application's IAM role has kms:Decrypt permission on the key.

Client-side KMS encryption (where encryption happens before upload using the AWS SDK's
S3EncryptionClient) is not supported and produces unusable records. Use SSE.
Testing in Development
In the test and development environments, the s3_fetcher key defaults to the Fake adapter
(MailglassInbound.S3Fetcher.Fake), which returns a pre-configured raw MIME body without
making any real S3 calls. You do not need AWS credentials to run the test suite.
Use the built-in fixture helper to construct test payloads:
# Keyword list — map is not accepted here
payload = MailglassInbound.Fixtures.build_ses_sns_payload(subject: "SES inbound test")

# To test with a custom body:
payload = MailglassInbound.Fixtures.build_ses_sns_payload(
  subject: "SES inbound test",
  text_body: "Custom body content"
)
Note: :bucket and :key are fixture-internal constants and cannot be
overridden via options. To control the message content, use the supported options
above (:subject, :text_body, :html_body, :from, :to).

The Fake adapter is wired by default when no s3_fetcher is configured in the test
environment. In production, the s3_fetcher must be set explicitly to
MailglassInbound.S3Fetcher.ExAwsS3.
Persistence Semantics
A verified SES notification writes two records before mailbox execution:
	one canonical normalized row in mailglass_inbound_records
	one linked raw evidence row in mailglass_inbound_evidence

The evidence row carries the SNS payload JSON, selected request headers, verification
facts, parse warnings, and attachment blobs. The raw MIME bytes fetched from S3 are stored
in the evidence raw_mime column.
Duplicate requests (same tenant_id, provider, and provider_message_id) collapse on
the canonical row — no second record is created and no second mailbox execution is
dispatched.
SubscriptionConfirmation and UnsubscribeConfirmation messages from SNS are handled
as control-plane messages: they return 200 OK immediately and create no records.
Mailbox execution is dispatched after persistence commits. The Oban-backed path is the
durable route. Without Oban, Task.Supervisor fallback is bounded best-effort only —
no automatic retry on execution failure.


  

    Inbound Routing Debug Guide

This guide answers the question: "I sent an email but my mailbox didn't process it — why?"
It covers three investigation paths in order of likely root cause, followed by a
fully-narrated debug session from initial confusion to working fix.
Starting Point — the Routing-Trace Card
Open the failing InboundRecord in the mailglass_admin inbound LiveView. The
routing-trace card (visible in the detail panel) shows every route that was attempted
and which clause caused the route to fail.
Each row in the routing-trace card corresponds to one compiled route. The columns are:
	Route index + mailbox name (e.g. 1 — SupportMailbox)
	Per-clause pass/fail — green checkmarks for clauses that passed, red X marks for
the first clause that failed

Only the first failing clause is shown per route because the router stops evaluating a
route on first failure. A route with three clauses where clause 2 fails never evaluates
clause 3.
Example trace for a route that failed on the recipient clause:
Route 1 (SupportMailbox)
  recipient       FAILED  expected "support@example.com" got "support@mg.example.com"
  subject         (not evaluated)
Example trace for a route where the recipient matched but a header clause did not:
Route 1 (SupportMailbox)
  recipient       PASSED  "support@example.com"
  subject_header  FAILED  expected "Support" got "Re: Billing Question"
The routing-trace data is produced by MailglassInbound.Router.Matcher.explain/2, which
evaluates each clause of each route against the stored InboundMessage and returns a
per-clause verdict list. The LiveView renders those verdicts.
Common Failure Mode 1 — Header AND-Semantics
All conditions in a single route/2 call must match. This is AND semantics, not OR.
Consider this router:
defmodule MyApp.MailglassInboundRouter do
  use MailglassInbound.Router

  route MyApp.Mailboxes.SupportMailbox,
    recipient: "support@example.com",
    headers: [{"X-Category", "Support"}]
end
A message arriving at support@example.com with no X-Category header does not match
this route — both conditions must be true. The routing-trace card would show:
Route 1 (SupportMailbox)
  recipient    PASSED  "support@example.com"
  X-Category   FAILED  expected "Support" got []
Fix: If you want the mailbox to trigger on either condition alone, split into two routes:
defmodule MyApp.MailglassInboundRouter do
  use MailglassInbound.Router

  # Matches support@example.com with the X-Category header
  route MyApp.Mailboxes.SupportMailbox,
    recipient: "support@example.com",
    headers: [{"X-Category", "Support"}]

  # Also matches support@example.com without any header requirement
  route MyApp.Mailboxes.SupportMailbox,
    recipient: "support@example.com"
end
The first matching route wins. Top-to-bottom evaluation continues until one route passes all
of its clauses.
The :headers list itself is also AND: multiple header entries in the same route all have to
match. A header entry uses OR across the values of that header (if the header has multiple
values, any one matching the pattern is sufficient).
Common Failure Mode 2 — Regex vs Exact Match
The router supports three matching styles:
	Style	Example	Behavior
	Exact string	"support@example.com"	Case-sensitive exact equality
	Regex	~r/support@/	Case-sensitive regex by default
	Regex (case-insensitive)	~r/support@/i	Case-insensitive regex

Exact string matching is case-sensitive. "support@example.com" does not match
"Support@Example.com". This is the most common surprise for adopters whose mail clients
or forwarding rules alter the case of addresses.
# This DOES NOT match "Support@Example.com"
route MyApp.Mailboxes.SupportMailbox, recipient: "support@example.com"

# This matches any case variation
route MyApp.Mailboxes.SupportMailbox, recipient: ~r/\Asupport@example\.com\z/i
There is no wildcard glob. The * character has no special meaning in an exact string
matcher — it is a literal asterisk. To match a wildcard pattern like "support at any
subdomain", use a regex:
# This matches support@mg.example.com and support@mail.example.com
route MyApp.Mailboxes.SupportMailbox, recipient: ~r/\Asupport@[^@]+\.example\.com\z/i
The routing-trace card shows the matcher that was compiled into the route alongside the
actual value — comparing them makes the case mismatch immediately visible.
Common Failure Mode 3 — Envelope vs To: Header
The route pattern matches against the SMTP envelope recipient (the RCPT TO: address),
stored in envelope_recipient on the InboundMessage. This is not the To: header in
the message body.
In most direct deliveries these are the same. They diverge when:
	Mailgun HTTP routes deliver to a subdomain address (mg.example.com) while the To:
header still shows the original address (example.com).
	Email forwarding rules (Google Workspace "Receive mail as", catch-all forwards, alias
services) rewrite the envelope recipient to the forwarder's address while preserving the
original To: header.
	BCC recipients appear in the envelope but not in any To: or Cc: header.

The mailglass_admin inbound detail panel shows both:
	Envelope recipient — the value the router matches against
	To: header — the value the email client displays

When you see a :no_match outcome for a message that "looks" like it should have matched,
check both fields in the detail view. If the envelope recipient differs from the To: header,
the forwarding or subdomain setup is the cause.
CLI Inspection
For stable command semantics (flags, confirmations, tenant guards, and
exit/outcome behavior), use the canonical operator contract:
inbound-operator.md. This guide is troubleshooting help,
not a second command-spec source.
Before deploying, you can inspect the compiled route list without a database:
# List all compiled routes and check for conflicts
mix mailglass.inbound.doctor --verbose

The --verbose flag prints the resolved route list alongside the check results:
route 1: recipient="support@example.com"  →  MyApp.Mailboxes.SupportMailbox
route 2: recipient="billing@example.com"  →  MyApp.Mailboxes.BillingMailbox
From IEx, you can also reflect the compiled routes directly:
iex> MyApp.MailglassInboundRouter.__mailglass_inbound_routes__()
[
  %MailglassInbound.Router.Route{
    mailbox: MyApp.Mailboxes.SupportMailbox,
    recipient: "support@example.com",
    subject: nil,
    headers: []
  }
]
__mailglass_inbound_routes__/0 is a compile-time function injected by use MailglassInbound.Router
into every router module. It returns the route list in declaration order. Use it to verify
that the route you think is there is actually compiled into the module.
Worked Example — Full Debug Session
This section traces a complete debugging session from initial symptom to working fix.
Symptom
Your team has wired a Mailgun inbound route to forward all mail arriving at
support@mg.example.com to your application. You added this router:
defmodule MyApp.MailglassInboundRouter do
  use MailglassInbound.Router

  route MyApp.Mailboxes.SupportMailbox, recipient: "support@example.com"
end
Emails arrive — you can see them in the mailglass_admin inbound list — but they all show
outcome :no_match. No support tickets are being created. SupportMailbox.process/1 is
never called.
Step 1: Open the Routing-Trace Card
You open one of the failing InboundRecord rows in the mailglass_admin inbound LiveView.
The detail panel loads. The routing-trace card shows:
Route 1 (SupportMailbox)
  recipient  FAILED  expected "support@example.com" got "support@mg.example.com"
The failure is immediate: the recipient clause failed on the very first route. The
incoming envelope_recipient is "support@mg.example.com" but the compiled route
expects "support@example.com".
Step 2: Understand the Root Cause
Mailgun routes deliver inbound mail via HTTP to your endpoint. The delivery happens at
the Mailgun routing level, which operates on the sending subdomain you configured
in the Mailgun dashboard (mg.example.com). The SMTP envelope carries
support@mg.example.com — that is what Mailgun saw as the RCPT TO: target.
The To: header in the message body still shows support@example.com (the address the
sender typed), because mail clients render the To: header, not the envelope. This is
why the message looks correct in email clients but fails the router match.
You can confirm this by expanding the "Message headers" section in the mailglass_admin
detail panel:
	Envelope recipient: support@mg.example.com
	To: header: support@example.com

They are different. The router matched against the envelope.
Step 3: Apply the Fix
You have two options:
Option A — match the subdomain address exactly:
route MyApp.Mailboxes.SupportMailbox, recipient: "support@mg.example.com"
This is the most specific fix. It works as long as your Mailgun routing domain stays
mg.example.com.
Option B — match any subdomain using a regex:
route MyApp.Mailboxes.SupportMailbox, recipient: ~r/\Asupport@[^@]+\.example\.com\z/i
This matches support@mg.example.com, support@mail.example.com, and any other
support@*.example.com address. Use this if you might change the Mailgun sending subdomain
in the future.
You apply Option A (the exact match) and redeploy.
Step 4: Verify the Fix with Replay
With the new router compiled, you return to the mailglass_admin inbound LiveView and
open the same failing InboundRecord. The replay modal is available from the detail
panel header. You click Replay and confirm.
The replay drives the stored InboundMessage through the updated router. The outcome
changes from :no_match to :accept. The routing-trace card now shows:
Route 1 (SupportMailbox)
  recipient  PASSED  "support@mg.example.com"
SupportMailbox.process/1 was called and returned :accept. The replay confirmed the
fix without requiring a new inbound delivery.
You check the remaining :no_match records in the list. Because the Mailgun subdomain
mismatch was the only routing failure, you can replay them in bulk from the CLI:
mix mailglass.inbound.replay --tenant acme --since 2026-05-01T00:00:00Z

All records replay as :accept.

References
	inbound-install.md — initial router setup, body reader config,
and provider mount paths
	inbound-operator.md — canonical mix mailglass.inbound.doctor,
replay, and prune command semantics
	inbound-mailgun.md — Mailgun subdomain setup, MX records, and
the sending subdomain vs primary domain distinction



  

    
MailglassInbound.Config 
    



      
Validated configuration accessor for the :mailglass_inbound app env.
Mirrors the style of Mailglass.Config (NimbleOptions @schema declared
before @moduledoc, validate_at_boot!/0) but reads the :mailglass_inbound
app env, never core Mailglass.Config. Adding inbound keys to core would invert
the package dependency — core reads :mailglass only and cannot validate config
for a package it does not depend on (boundary law).
Configuration
config :mailglass_inbound,
  retention: [
    records_days: 90,
    evidence_days: 90,
    execution_runs_days: 90,
    replay_runs_days: 30
  ],
  rate_limit: [
    tenant:        [capacity: 1000, per_minute: 1000],
    sender_domain: [capacity: 200,  per_minute: 200],
    recipient:     [capacity: 500,  per_minute: 500]
  ]
:infinity on any retention class disables that window. Only the knobs the
runtime actually reads are shipped — no speculative per-tenant override maps
(honest-surface).
Schema
	:schema (String.t/0) - Names the Postgres SCHEMA holding all mailglass inbound tables. "public" is the explicit pre-2.0 opt-out. Must be a valid unquoted Postgres identifier. Read from the :mailglass_inbound app env only (never core :mailglass). The default value is "mailglass".

	:retention (keyword/0) - Retention windows (in days) per inbound table class. :infinity on a class
disables that window. Defaults: records 90, evidence 90, execution_runs 90,
replay_runs 30.
The windows must respect the FK lineage so the child-first prune never trips
an on_delete: :nothing foreign key (CR-02): replay_runs rows reference
both records and evidence, and evidence references records. So a
parent must outlive every child that references it —
evidence_days >= max(execution_runs_days, replay_runs_days) and
records_days >= evidence_days. retention/0 CLAMPS any configured override
up to satisfy this invariant rather than letting prune crash on an FK
violation.
The default value is [].
	:records_days - The default value is 90.

	:evidence_days - The default value is 90.

	:execution_runs_days - The default value is 90.

	:replay_runs_days - The default value is 30.



	:rate_limit (keyword/0) - Post-verify ingress rate-limit buckets. Three buckets evaluated fail-fast
in order tenant -> recipient -> sender_domain. Each bucket has a capacity
(token-bucket BURST size) and a per_minute SUSTAINED refill rate. Following
the core Mailglass.RateLimiter convention, the defaults set
per_minute == capacity, so "N/min" is literally the sustained throughput:
the bucket refills its full capacity each minute. Defaults: tenant 1000/min,
recipient 500/min, sender_domain 200/min. The default value is [].
	:tenant (keyword/0) - The default value is [capacity: 1000, per_minute: 1000].
	:capacity (non_neg_integer/0) - Required.

	:per_minute (non_neg_integer/0) - Required.



	:sender_domain (keyword/0) - The default value is [capacity: 200, per_minute: 200].
	:capacity (non_neg_integer/0) - Required.

	:per_minute (non_neg_integer/0) - Required.



	:recipient (keyword/0) - The default value is [capacity: 500, per_minute: 500].
	:capacity (non_neg_integer/0) - Required.

	:per_minute (non_neg_integer/0) - Required.







      


      
        Summary


  
    Functions
  


    
      
        rate_limit()

      


        Returns the validated rate-limit buckets as a keyword list with every bucket
present (defaults merged over any configured overrides).



    


    
      
        retention()

      


        Returns the validated retention windows as a keyword list with every class
present (defaults merged over any configured overrides), CLAMPED to satisfy the
FK-lineage invariant.



    


    
      
        schema()

      


        Returns the configured Postgres schema name (default "mailglass").



    


    
      
        validate_at_boot!()

      


        Validate the :mailglass_inbound retention + rate_limit config at boot.



    





      


      
        Functions


        


  
    
      
    
    
      rate_limit()


        (since 1.2.0)


        
          
        

    

  


  

      

          @spec rate_limit() :: keyword()


      


Returns the validated rate-limit buckets as a keyword list with every bucket
present (defaults merged over any configured overrides).

  



  
    
      
    
    
      retention()


        (since 1.2.0)


        
          
        

    

  


  

      

          @spec retention() :: keyword()


      


Returns the validated retention windows as a keyword list with every class
present (defaults merged over any configured overrides), CLAMPED to satisfy the
FK-lineage invariant.
The inbound prune deletes child-first against on_delete: :nothing FKs, so a
parent window can never be shorter than a child that references it. This
accessor enforces:
	evidence_days >= max(execution_runs_days, replay_runs_days) — evidence is
referenced by both :fresh and :replay runs.
	records_days >= evidence_days — records are referenced by evidence (and by
runs, but evidence_days already dominates the run windows).

A configured override that would invert the lineage is silently clamped UP to
the smallest safe value rather than allowed to crash the sweep on a
foreign_key_violation. :infinity (window disabled) is treated as the
maximum, so an :infinity child forces its parents to :infinity too.

  



  
    
      
    
    
      schema()


        (since 2.0.0)


        
          
        

    

  


  

      

          @spec schema() :: String.t()


      


Returns the configured Postgres schema name (default "mailglass").
Serves from :persistent_term in O(1) on the hot path. Warmed at boot by
validate_at_boot!/0; on a cold-cache miss (a boot-skipped context) it
self-heals by re-reading and re-validating the :schema :mailglass_inbound
app env (never core :mailglass), then caching the validated value.
"public" is the explicit pre-2.0 opt-out.
Reuses core's Mailglass.Identifier.validate!/2 — one validator across the
family, no inbound-local regex and no inbound-local error type. The value is
always validated once at the cache-write boundary so an adopter's
schema: "public" opt-out can never be masked by a silent default.

  



  
    
      
    
    
      validate_at_boot!()


        (since 1.2.0)


        
          
        

    

  


  

      

          @spec validate_at_boot!() :: :ok


      


Validate the :mailglass_inbound retention + rate_limit config at boot.
Returns :ok. Raises NimbleOptions.ValidationError if the configured shape
is invalid (e.g. a negative retention value, a non-:infinity atom on a
retention class, or a negative bucket capacity). Raises
Mailglass.ConfigError with type: :invalid if :schema is not a valid
unquoted Postgres identifier.
Inbound's own MailglassInbound.Application.start/2 now calls this at boot to
warm the :schema :persistent_term cache and fail fast on a bad identifier.
Only :schema is cached — the on-demand retention/0 / rate_limit/0 reads
stay on the uncached validated/0 path and are unaffected.

  


        

      


  

    
MailglassInbound.InboundMessage.Signals 
    



      
Framework-derived, read-only signals about an inbound message.
Signals is the typed nested struct carried on
MailglassInbound.InboundMessage's :signals field. It follows the
Ecto.Schema.Metadata (__meta__) archetype: the framework writes these
facts; the adopter reads them. Adopters never construct or mutate a Signals
struct — they pattern-match it or read its fields inside a mailbox process/1
callback.
Closed contract
Every field is enumerated, defaulted, and non-nil. Today the only signal is:
	:suppression_flagged — true when the message's first from address is
on the tenant's suppression list at receipt time. It is a
diagnostic signal only: there is no auto-bounce and no auto-suppression
The adopter decides whether to reject, ignore, or process.

Because every field has a non-nil default, safe dot-access
(message.signals.suppression_flagged) never raises a KeyError — including
for records persisted before a given signal column existed, which project
through the schema's column default.
This struct holds framework-derived facts only and is distinct from the
adopter-owned application data that lives elsewhere in the framework — see
MailglassInbound.InboundMessage's note for the naming rationale.
Evolution
Future derived signals (for example spf_pass, dkim_pass, dmarc_pass,
spam_score, auto_response) each become a new typed field on this struct,
each carrying its own @since and CHANGELOG entry under a linked minor bump.
Additive only — existing pattern-matches keep working.
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    Types
  


    
      
        t()

      


        Framework-owned read-only inbound signals. Every field is defaulted and non-nil.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MailglassInbound.InboundMessage.Signals{suppression_flagged: boolean()}


      


Framework-owned read-only inbound signals. Every field is defaulted and non-nil.

  


        

      


  

    
MailglassInbound.InboundRecords 
    



      
Package-local persistence boundary for canonical inbound rows, raw evidence,
and execution lineage.
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    Functions
  


    
      
        change_execution_run(attrs \\ %{})

      


    


    
      
        change_inbound_evidence(attrs \\ %{})

      


    


    
      
        change_inbound_record(attrs \\ %{})

      


    


    
      
        change_replay_run(attrs \\ %{})

      


    


    
      
        insert_execution_run(attrs, opts \\ [])

      


    


    
      
        insert_inbound_evidence(attrs, opts \\ [])

      


    


    
      
        insert_inbound_record(attrs, opts \\ [])

      


    


    
      
        insert_replay_run(attrs, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      change_execution_run(attrs \\ %{})



        
          
        

    

  


  

      

          @spec change_execution_run(map()) :: Ecto.Changeset.t()


      



  



    

  
    
      
    
    
      change_inbound_evidence(attrs \\ %{})



        
          
        

    

  


  

      

          @spec change_inbound_evidence(map()) :: Ecto.Changeset.t()


      



  



    

  
    
      
    
    
      change_inbound_record(attrs \\ %{})



        
          
        

    

  


  

      

          @spec change_inbound_record(map()) :: Ecto.Changeset.t()


      



  



    

  
    
      
    
    
      change_replay_run(attrs \\ %{})



        
          
        

    

  


  

      

          @spec change_replay_run(map()) :: Ecto.Changeset.t()


      



  



    

  
    
      
    
    
      insert_execution_run(attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec insert_execution_run(map(), keyword()) ::
  {:ok, MailglassInbound.InboundRecords.ExecutionRun.t()}
  | {:error, Ecto.Changeset.t()}


      



  



    

  
    
      
    
    
      insert_inbound_evidence(attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec insert_inbound_evidence(map(), keyword()) ::
  {:ok, MailglassInbound.InboundRecords.InboundEvidence.t()}
  | {:error, Ecto.Changeset.t()}


      



  



    

  
    
      
    
    
      insert_inbound_record(attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec insert_inbound_record(map(), keyword()) ::
  {:ok, MailglassInbound.InboundRecords.InboundRecord.t()}
  | {:error, Ecto.Changeset.t()}


      



  



    

  
    
      
    
    
      insert_replay_run(attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec insert_replay_run(map(), keyword()) ::
  {:ok, MailglassInbound.InboundRecords.ExecutionRun.t()}
  | {:error, Ecto.Changeset.t()}


      



  


        

      


  

    
MailglassInbound.InboundRecords.ExecutionRun 
    



      
Append-only execution lineage row shared by fresh ingress and replay.
Execution runs always point back to the immutable canonical inbound record
and stored evidence row they processed.
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        outcome()

      


    


    
      
        source()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(attrs)
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      outcome()



        
          
        

    

  


  

      

          @type outcome() :: :no_match | :accept | :ignore | :reject | :bounce | :failed


      



  



  
    
      
    
    
      source()



        
          
        

    

  


  

      

          @type source() :: :fresh | :replay


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MailglassInbound.InboundRecords.ExecutionRun{
  __meta__: term(),
  executed_at: DateTime.t() | nil,
  failure: map(),
  id: Ecto.UUID.t() | nil,
  inbound_evidence: term(),
  inbound_evidence_id: Ecto.UUID.t() | nil,
  inbound_record: term(),
  inbound_record_id: Ecto.UUID.t() | nil,
  inserted_at: DateTime.t() | nil,
  mailbox: String.t() | nil,
  metadata: map(),
  outcome: outcome() | nil,
  outcome_reason: String.t() | nil,
  source: source() | nil,
  tenant_id: String.t() | nil,
  updated_at: DateTime.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(attrs)



        
          
        

    

  


  

      

          @spec changeset(map()) :: Ecto.Changeset.t()


      



  


        

      


  

    
MailglassInbound.InboundRecords.InboundEvidence 
    



      
Raw evidence row linked to one canonical inbound record.
Stores provider-shaped payloads and debug material needed for replay,
verification, and support without contaminating the canonical normalized row.
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        t()
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        changeset(attrs)
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      t()



        
          
        

    

  


  

      

          @type t() :: %MailglassInbound.InboundRecords.InboundEvidence{
  __meta__: term(),
  attachment_blobs: map(),
  id: Ecto.UUID.t() | nil,
  inbound_record: term(),
  inbound_record_id: Ecto.UUID.t() | nil,
  inserted_at: DateTime.t() | nil,
  parse_warnings: map(),
  provider: String.t() | nil,
  raw_headers: map(),
  raw_mime: binary() | nil,
  raw_mime_fingerprint: term(),
  raw_mime_sha256: binary() | nil,
  raw_payload: map(),
  raw_signed_request: binary() | nil,
  replay_runs: term(),
  tenant_id: String.t() | nil,
  terminal_context: map(),
  terminal_failure_class: String.t() | nil,
  updated_at: DateTime.t() | nil,
  verification_facts: map()
}


      



  


        

      

      
        Functions
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          @spec changeset(map()) :: Ecto.Changeset.t()


      



  


        

      


  

    
MailglassInbound.InboundRecords.InboundRecord 
    



      
Canonical normalized inbound row.
This schema stores adopter-facing truth only. Raw provider payloads, raw MIME,
verification facts, parse warnings, and replay execution data live in
package-local sibling tables.
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        changeset(attrs)

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MailglassInbound.InboundRecords.InboundRecord{
  __meta__: term(),
  attachments: [map()],
  bcc: [map()],
  cc: [map()],
  envelope_recipient: String.t() | nil,
  evidence: term(),
  from: [map()],
  headers: map(),
  html_body: String.t() | nil,
  id: Ecto.UUID.t() | nil,
  inserted_at: DateTime.t() | nil,
  message_id: String.t() | nil,
  provider: String.t() | nil,
  provider_message_id: String.t() | nil,
  received_at: DateTime.t() | nil,
  replay_runs: term(),
  reply_to: [map()],
  sent_at: DateTime.t() | nil,
  subject: String.t() | nil,
  suppression_flagged: boolean(),
  tenant_id: String.t() | nil,
  text_body: String.t() | nil,
  to: [map()],
  updated_at: DateTime.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(attrs)



        
          
        

    

  


  

      

          @spec changeset(map()) :: Ecto.Changeset.t()


      



  


        

      


  

    
MailglassInbound.InboundRecords.ReplayRun 
    



      
Append-only replay execution history row.
Replay runs always point back to the original canonical inbound record and the
stored evidence row they reprocessed, so they cannot be mistaken for a fresh
provider receive.

      


      
        Summary


  
    Types
  


    
      
        outcome()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        changeset(attrs)

      


    





      


      
        Types


        


  
    
      
    
    
      outcome()



        
          
        

    

  


  

      

          @type outcome() :: :accept | :ignore | :reject | :bounce | :failed


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %MailglassInbound.InboundRecords.ReplayRun{
  __meta__: term(),
  executed_at: DateTime.t() | nil,
  failure: map(),
  id: Ecto.UUID.t() | nil,
  inbound_evidence: term(),
  inbound_evidence_id: Ecto.UUID.t() | nil,
  inbound_record: term(),
  inbound_record_id: Ecto.UUID.t() | nil,
  inserted_at: DateTime.t() | nil,
  mailbox: String.t() | nil,
  metadata: map(),
  outcome: outcome() | nil,
  outcome_reason: String.t() | nil,
  replay_id: String.t() | nil,
  tenant_id: String.t() | nil,
  updated_at: DateTime.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      changeset(attrs)



        
          
        

    

  


  

      

          @spec changeset(map()) :: Ecto.Changeset.t()


      



  


        

      


  

    
MailglassInbound.Internal.Doctor 
    



      
DNS-free pre-deploy config check runner for mix mailglass.inbound.doctor
All checks are pure reflection — no DB, no DNS, no network
— so the doctor is fast, offline, and CI-friendly.
run/1 returns %{summary: %{pass, warn, fail, cannot_diagnose}, findings: [...]}
with the locked finding shape %{check, status, title, observed, remediation, evidence}. The CLI shell maps the summary to the three-state exit code.
Checks (all DNS-free)
	router configured + compiles (absent -> a :cannot_diagnose marker the task
maps to exit 2);
	>= 1 route defined;
	each route's mailbox is compiled + function_exported?(mod, :process, 1);
	provider signing keys are PRESENT (reads the same :mailglass_inbound config
the plug reads — NEVER verifies a signature; the finding text says so);
	MIME backend availability + version via Mailglass.OptionalDeps.GenSmtp
(no bare optional-dep reference);
	route-conflict detection REUSING MailglassInbound.Router.Matcher.matches_route?/2
structural subsumption (broad-before-narrow) -> :fail,
witness-probe shadow -> :fail, regex-vs-regex overlap -> :warn. Conflict
findings name router.ex:LINE via Route.:source.


      


      
        Summary


  
    Types
  


    
      
        finding()

      


    


    
      
        result()

      


    


    
      
        status()

      


    





  
    Functions
  


    
      
        run(opts \\ [])

      


        Run all DNS-free checks against the configured (or opt-supplied) router.



    





      


      
        Types


        


  
    
      
    
    
      finding()



        
          
        

    

  


  

      

          @type finding() :: %{
  check: atom(),
  status: status(),
  title: String.t(),
  observed: String.t(),
  remediation: String.t(),
  evidence: map()
}


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{summary: map(), findings: [finding()]}


      



  



  
    
      
    
    
      status()



        
          
        

    

  


  

      

          @type status() :: :pass | :warn | :fail


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      run(opts \\ [])



        
          
        

    

  


  

      

          @spec run(keyword()) :: result()


      


Run all DNS-free checks against the configured (or opt-supplied) router.
Options:
	:router — the router module to reflect. Defaults to
Application.get_env(:mailglass_inbound, :router). When nil/absent the
result carries a :cannot_diagnose finding (drives exit 2).


  


        

      


  

    
MailglassInbound.Internal.Prune 
    



      
Oban-independent batched retention sweep for inbound tables. This is the
workhorse: mix mailglass.inbound.prune and the
optional MailglassInbound.Prune.Worker cron both call prune/0.
Mirrors Mailglass.Webhook.Pruner's STRUCTURE (:infinity disables a class,
per-table telemetry) but UPGRADES the unbounded delete_all to a batched idiom
each table deletes LIMIT 1000 rows at a time
(FOR UPDATE SKIP LOCKED), looping until a batch deletes < 1000. The whole
sweep is serialized by a session pg_try_advisory_lock — a concurrent second
run returns {:ok, :locked_out} and deletes nothing.
Schema qualification
The prune sweep holds a direct reference to the raw host repo (not the
MailglassInbound.Repo facade) because it needs checkout/1 to pin one
connection for the advisory lock session. The facade cannot rewrite this path,
so any mailglass-table SQL issued from this module MUST carry an explicit
prefix: MailglassInbound.Config.schema() inline for correctness.
The single repo.delete_all(...) in delete_batched/3 carries
this prefix. The two advisory-lock repo.query! calls (pg_try_advisory_lock /
pg_advisory_unlock) and repo.checkout/1 are intentionally UNprefixed — they
are session-scoped, schema-agnostic SQL that touch no mailglass table (mirrors the
core Mailglass.Repo.query!/2 SET LOCAL exemption). Any future raw mailglass-table
SQL added to this module's direct-repo path MUST follow the same inline-prefix rule.
Window split — three physical tables, four windows
	mailglass_inbound_replay_runs WHERE source = :replay AND age > replay_runs_days (30d)
	mailglass_inbound_replay_runs WHERE source = :fresh  AND age > execution_runs_days (90d)
	mailglass_inbound_evidence WHERE age > evidence_days (90d)
	mailglass_inbound_records WHERE age > records_days (90d)

Deletes run child-first: replay_runs (both source filters) -> evidence
-> records. FKs are on_delete: :nothing, so a mis-ordered delete fails loudly
on the FK (the designed safety net — do NOT switch to CASCADE).
Prune operations must remain tenant-scoped and operator-confirmed before destructive actions.
Because the FKs are :nothing, a parent window can never be shorter than a child
that references it, or the child-first sweep would leave a surviving child whose
parent the next delete tries to remove — tripping a foreign_key_violation
MailglassInbound.Config.retention/0 enforces this by clamping
evidence_days >= max(execution_runs_days, replay_runs_days) and
records_days >= evidence_days, so the default windows (evidence 90d, not the
former 30d) never invert against :fresh runs aged 30-90 days.
source is filtered via ExecutionRun (which maps the :source column);
NEVER ReplayRun (no :source field — Pitfall 4).

      


      
        Summary


  
    Functions
  


    
      
        lock_key()

      


        The session advisory-lock key the prune sweep acquires. Exposed so tests can
acquire it from a separate connection to exercise the single-run guard.



    


    
      
        prune(opts \\ [])

      


        Run the retention sweep. Returns {:ok, counts} where counts carries the
per-table deletion counts (+ per-table batch iteration counts) and :status,
or {:ok, :locked_out} when another sweep holds the advisory lock.



    





      


      
        Functions


        


  
    
      
    
    
      lock_key()



        
          
        

    

  


  

      

          @spec lock_key() :: 6_318_741_290_553_217_001


      


The session advisory-lock key the prune sweep acquires. Exposed so tests can
acquire it from a separate connection to exercise the single-run guard.

  



    

  
    
      
    
    
      prune(opts \\ [])



        
          
        

    

  


  

      

          @spec prune(keyword()) :: {:ok, map()} | {:ok, :locked_out}


      


Run the retention sweep. Returns {:ok, counts} where counts carries the
per-table deletion counts (+ per-table batch iteration counts) and :status,
or {:ok, :locked_out} when another sweep holds the advisory lock.

  


        

      


  

    
MailglassInbound.MIME 
    



      
Standalone, never-raising RFC 5322 MIME parser.
parse/1 turns a canonical raw MIME body into a stable internal
representation, or returns a structured MailglassInbound.MIMEError. It
never raises: the underlying gen_smtp mimemail decoder
escapes through three mechanisms (erlang:error, throw, and
:exit/:undef from iconv), all of which are absorbed by the
Mailglass.OptionalDeps.GenSmtp gateway seam and translated into
{:error, %MailglassInbound.MIMEError{}}.
Contract
@spec parse(binary()) :: {:ok, repr} | {:error, MailglassInbound.MIMEError.t()}
	{:ok, repr} — repr is %{headers: ..., parts: ..., attachments: ..., inline: ...} (see Internal representation below).
	{:error, %MIMEError{type: :inbound_mime_invalid}} — the raw source could
not be parsed (any of the three escape mechanisms, or the representation
exceeded :max_depth). :cause carries the tagged gateway failure;
:context carries %{byte_size: byte_size(raw)}.
	{:error, %MIMEError{type: :gen_smtp_unavailable}} — the optional
gen_smtp dependency is not loaded; MIME parsing is unavailable
(degraded fallback).

Note
The :max_depth option bounds the depth of the internal representation
walk — collect_leaves/3 re-walking the already-decoded tree — and gives
a deterministic structured ceiling on what the pipeline iterates. It does
not limit the underlying :mimemail decoder recursion: decode_and_build/2
calls the decoder first, which fully parses to any depth before the guard
ever runs. So :max_depth does not by itself defend against
provider-fed deep-nesting (boundary-bomb) DoS.
Provider-fed DoS hardening — a real decoder-level recursion limit — is a
A future concern that will plug into this same seam. The guard is kept
because it is that seam and because it bounds the representation the
pipeline iterates.
Internal representation
parse/1 returns a map with four keys:
	:headers — the top-level decoded header proplist ([{binary, binary}]).
	:parts — a flattened list of non-attachment, non-inline leaf parts. Each
part is %{type, subtype, headers, params, body} where body is the raw
(untranscoded) leaf bytes.
	:attachments — leaf parts whose Content-Disposition is attachment.
Each carries a resolved :filename
(disposition_params["filename"] || content_type_params["name"]).
	:inline — leaf parts whose Content-Disposition is explicitly inline
and which carry a filename (typically Content-ID images). Inline text
leaves without a filename land in :parts.

Standalone — not wired into any provider path
This parser is the producer only. It is NOT wired into the
working JSON-based Postmark/SendGrid normalize paths in this version; Mailgun/SES
raw-MIME ingress is the first consumer.
Encoding note
The gateway passes {:encoding, :none} to the decoder (gen_smtp does not
bundle iconv), so leaf :body bytes are not transcoded to UTF-8. A consumer
that needs UTF-8 text must transcode using the part's declared charset
(content_type_params["charset"]). Flagged as a future improvement.

      


      
        Summary


  
    Types
  


    
      
        part()

      


        A single decoded leaf or container part in the internal representation.



    


    
      
        repr()

      


        The stable internal representation returned by parse/1.



    





  
    Functions
  


    
      
        parse(raw)

      


        Parses a raw RFC 5322 MIME body. See the moduledoc for the full contract.



    


    
      
        parse(raw, opts)

      


        Parses a raw RFC 5322 MIME body with options.
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      part()



        
          
        

    

  


  

      

          @type part() :: %{
  type: binary(),
  subtype: binary(),
  headers: [{binary(), binary()}],
  params: map(),
  body: term()
}


      


A single decoded leaf or container part in the internal representation.

  



  
    
      
    
    
      repr()



        
          
        

    

  


  

      

          @type repr() :: %{
  headers: [{binary(), binary()}],
  parts: [part()],
  attachments: [part()],
  inline: [part()]
}


      


The stable internal representation returned by parse/1.

  


        

      

      
        Functions


        


  
    
      
    
    
      parse(raw)


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec parse(binary()) :: {:ok, repr()} | {:error, MailglassInbound.MIMEError.t()}


      


Parses a raw RFC 5322 MIME body. See the moduledoc for the full contract.
Equivalent to parse(raw, []).

  



  
    
      
    
    
      parse(raw, opts)


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec parse(binary(), keyword()) ::
  {:ok, repr()} | {:error, MailglassInbound.MIMEError.t()}


      


Parses a raw RFC 5322 MIME body with options.
Options
	:max_depth — maximum multipart nesting depth before the
representation-depth guard trips and returns :inbound_mime_invalid
(default 100). See the moduledoc note on what this
guard does and does not bound.
	:gen_smtp_available? — overrides the gateway availability check (testing
seam for the degraded path). Defaults to
Mailglass.OptionalDeps.GenSmtp.available?/0.


  


        

      


  

    
MailglassInbound.Migration 
    



      
Public migration API for mailglass_inbound.
Adopters consume this via a single 8-line wrapper file that
mix mailglass.inbound.gen.migration emits:
defmodule MyApp.Repo.Migrations.MailglassInboundInstall do
  use Ecto.Migration
  def up, do: MailglassInbound.Migration.up()
  def down, do: MailglassInbound.Migration.down()
end
The initial-install wrapper stays stable and transactional across
mailglass_inbound versions. Populated upgrades generated with --upgrade use
a separate transaction-disabled wrapper so new versions can build indexes
concurrently. Per-version DDL lives in
MailglassInbound.Migrations.Postgres.VNN modules, dispatched by
MailglassInbound.Migrations.Postgres tracking the current version in the
pg_class comment on mailglass_inbound_records.
Postgres-only at v2.0 per PROJECT.md (MySQL/SQLite out of scope).
Inbound maintains its own independent version anchor — separate from core's
mailglass_events anchor — so both packages can evolve independently even in
a shared schema.

      


      
        Summary


  
    Functions
  


    
      
        down(opts \\ [])

      


        Rolls back inbound migrations down to the target version (default: 0).



    


    
      
        migrated_version(opts \\ [])

      


        Returns the currently-applied inbound migration version (0 only when its anchor is absent).



    


    
      
        up(opts \\ [])

      


        Runs all pending inbound migrations up to the latest version.



    





      


      
        Functions


        


    

  
    
      
    
    
      down(opts \\ [])


        (since 2.0.0)


        
          
        

    

  


  

      

          @spec down(keyword()) :: :ok


      


Rolls back inbound migrations down to the target version (default: 0).

  



    

  
    
      
    
    
      migrated_version(opts \\ [])


        (since 2.0.0)


        
          
        

    

  


  

      

          @spec migrated_version(keyword()) :: 0 | 1 | 2


      


Returns the currently-applied inbound migration version (0 only when its anchor is absent).
This function is safe to call outside an Ecto.Migrator context —
unlike up/1 / down/1, it does not rely on the migration runner
process (it issues a single pg_class query against the configured Repo
and returns an integer). Raises Mailglass.MigrationVersionError when catalog
metadata cannot be trusted. Anchored on mailglass_inbound_records, not
mailglass_events — the two packages maintain independent version lines.

  



    

  
    
      
    
    
      up(opts \\ [])


        (since 2.0.0)


        
          
        

    

  


  

      

          @spec up(keyword()) :: :ok


      


Runs all pending inbound migrations up to the latest version.

  


        

      


  

    
MailglassInbound.Migrations.Postgres 
    



      
Internal migration runner for mailglass_inbound (Postgres).

      


      
        Summary


  
    Functions
  


    
      
        down(opts)

      


    


    
      
        migrated_version(opts)

      


    


    
      
        up(opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      down(opts)



        
          
        

    

  


  

      

          @spec down(keyword()) :: :ok


      



  



  
    
      
    
    
      migrated_version(opts)



        
          
        

    

  


  

      

          @spec migrated_version(map() | keyword()) :: non_neg_integer()


      



  



  
    
      
    
    
      up(opts)



        
          
        

    

  


  

      

          @spec up(keyword()) :: :ok


      



  


        

      


  

    
MailglassInbound.Operator.Formatter 
    



      
Shared human and JSON renderers for inbound operator results.
Cloned from Mailglass.Deliverability.Formatter (render_human/2 +
render_json/1), adapted to the locked finding shape
%{check, status, title, observed, remediation, evidence} (no :why_it_matters,
no :area). The summary line is "N pass, N warn, N fail", plus a trailing
", N cannot diagnose" only when the summary carries a non-zero
:cannot_diagnose count (a cannot-diagnose state is a distinct
disposition from a failed check, so it is no longer folded into the fail
tally). It also still drives the doctor's exit code (2).
render_json/1 emits ONE machine-parseable object
%{summary: %{pass, warn, fail}, findings: [...]} — never a bare list.

      


      
        Summary


  
    Types
  


    
      
        finding()

      


    


    
      
        result()

      


    





  
    Functions
  


    
      
        render_human(result, opts \\ [])

      


        Render a doctor result as human-readable text: a summary line followed by every
finding ([status] title + observed/remediation), joined with blank lines. When
verbose?: true, findings carrying :evidence append a pretty-printed dump.



    


    
      
        render_json(result)

      


        Render a doctor result as one JSON object %{summary, findings}.



    





      


      
        Types


        


  
    
      
    
    
      finding()



        
          
        

    

  


  

      

          @type finding() :: %{
  :check => atom(),
  :status => :pass | :warn | :fail,
  :title => String.t(),
  :observed => String.t(),
  :remediation => String.t(),
  optional(:evidence) => map()
}


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: %{summary: map(), findings: [finding()]}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      render_human(result, opts \\ [])



        
          
        

    

  


  

      

          @spec render_human(result(), keyword()) :: String.t()


      


Render a doctor result as human-readable text: a summary line followed by every
finding ([status] title + observed/remediation), joined with blank lines. When
verbose?: true, findings carrying :evidence append a pretty-printed dump.

  



  
    
      
    
    
      render_json(result)



        
          
        

    

  


  

      

          @spec render_json(result()) :: String.t()


      


Render a doctor result as one JSON object %{summary, findings}.

  


        

      


  

    
MailglassInbound.OptionalDeps.ExAwsS3 
    



      
Gateway for the optional ex_aws / ex_aws_s3 dependencies
({:ex_aws, "~> 2.7"} + {:ex_aws_s3, "~> 2.5"}).
The SES inbound provider fetches the raw MIME body of a received
message from the adopter's S3 bucket (the SES receipt-rule S3 action stores
the message at s3://{bucketName}/{objectKey}). The real fetch implementation
(MailglassInbound.S3Fetcher.ExAwsS3) routes all ExAws/ExAws.S3
access through this gateway; the fake-adapter-first test default
(MailglassInbound.S3Fetcher.Fake) needs no AWS dependency at all.
STACK-lock departure
ex_aws/ex_aws_s3 are the first new optional runtime deps since the v1.0
STACK lock ("Optional deps: Add none"). The addition is deliberate and is
recorded in the inbound CHANGELOG. Both deps are optional, so a default install
carries no AWS footprint; adopters who run SES inbound add :ex_aws,
:ex_aws_s3, an HTTP client (:hackney/:req), and :sweet_xml themselves
(setup guide). Credentials resolve via ex_aws's standard chain
(env → pod-identity → instance/task role) with no mailglass-specific config.
Inbound-local placement
This gateway lives in mailglass_inbound, NOT core. MailglassInbound
"keeps optional runtime integrations behind its own gateway surface instead of
reusing Mailglass.OptionalDeps.* across package boundaries." The original
spec's literal wording Mailglass.OptionalDeps.ExAwsS3 is an erratum — the consumer
(S3Fetcher.ExAwsS3) lives in inbound, and core's NoBareOptionalDepReference
is scoped to lib/mailglass/. The NoBareOptionalDepReference Credo check
gates ExAws/ExAws.S3 to this module; bare references anywhere else in
inbound code are forbidden so mix compile --no-optional-deps --warnings-as-errors stays green.
head_object/2 and get_object/2 — never raise, gate on available?/0
get_object/2 short-circuits on available?/0 (the documented normal
degraded path) and only then wraps ExAws.S3.get_object/2 |> ExAws.request/1
in try/rescue AND catch :exit (the defensive backstop, mirroring
Mailglass.OptionalDeps.GenSmtp.decode/2).
The absent-dep case is tagged distinctly as
{:error, {:s3_fetch_failed, :ex_aws_unavailable}} rather than collapsing to
the generic :undef rescue. This matters for the retry layer: a
{:s3_fetch_failed, _} reason is classified non-retryable by
MailglassInbound.S3Fetcher.Retry.retryable?/1, so a dep-absent deployment
fails fast on the FIRST attempt instead of burning the full retry budget and
every backoff sleep on a config error that no amount of retrying can fix.

      


      
        Summary


  
    Functions
  


    
      
        available?()

      


        Returns true when :ex_aws_s3 (ExAws.S3) is loaded in the current runtime.



    


    
      
        get_object(bucket, key)

      


        Fetches an S3 object, never raising.



    


    
      
        head_object(bucket, key)

      


        Fetches S3 object metadata without downloading its body, never raising.



    





      


      
        Functions


        


  
    
      
    
    
      available?()


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec available?() :: boolean()


      


Returns true when :ex_aws_s3 (ExAws.S3) is loaded in the current runtime.
Probes ExAws.S3 as the proxy for the ex_aws/ex_aws_s3 pair: the real S3
fetch entry point is ExAws.S3.get_object/2, so ExAws.S3 is the meaningful
availability signal.

  



  
    
      
    
    
      get_object(bucket, key)


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec get_object(String.t(), String.t()) :: {:ok, map()} | {:error, term()}


      


Fetches an S3 object, never raising.
Returns {:ok, %{body: binary(), ...}} on success (the ExAws response map —
the caller extracts :body).
When the optional dep is absent, returns
{:error, {:s3_fetch_failed, :ex_aws_unavailable}} — a non-retryable
config error the retry layer short-circuits on, distinct from a genuine
transient AWS/HTTP failure.
Otherwise returns a tagged {:error, {kind, reason}} tuple where kind is
:error (rescued exception — the defensive backstop) or :exit (a process
EXIT from the HTTP client). All ExAws/ExAws.S3 access is confined to this
function.

  



  
    
      
    
    
      head_object(bucket, key)


        (since 2.1.1)


        
          
        

    

  


  

      

          @spec head_object(String.t(), String.t()) :: {:ok, map()} | {:error, term()}


      


Fetches S3 object metadata without downloading its body, never raising.

  


        

      


  

    
MailglassInbound.OptionalDeps.Oban 
    



      
Gateway for the optional Oban dependency ({:oban, "~> 2.21"}).
This package does not ship an async execution runner. This module exists so later
execution plans can branch on Oban availability without turning Oban into a
mandatory install-time or runtime dependency for the package.
The public promise in this phase is intentionally small:
	available?/0 reports whether :oban is loaded in the current runtime.
	callers may use runner/0 to name the future execution mode without
referencing Oban directly outside this gateway.

No %Oban.Job{} contract, queue names, worker modules, or execution hooks
are part of the package surface.

      


      
        Summary


  
    Functions
  


    
      
        available?()

      


        Returns true when :oban is loaded in the current runtime.



    


    
      
        enqueue_inbound_execution(worker, attrs, opts \\ [])

      


        Enqueues an internal inbound execution worker job when Oban is available.



    


    
      
        runner()

      


        Reports which execution seam is available for future internal runners.



    





      


      
        Functions


        


  
    
      
    
    
      available?()



        
          
        

    

  


  

      

          @spec available?() :: boolean()


      


Returns true when :oban is loaded in the current runtime.

  



    

  
    
      
    
    
      enqueue_inbound_execution(worker, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec enqueue_inbound_execution(module(), map(), keyword()) ::
  {:ok, term()} | {:error, term()}


      


Enqueues an internal inbound execution worker job when Oban is available.

  



  
    
      
    
    
      runner()



        
          
        

    

  


  

      

          @spec runner() :: :oban | :task_supervisor


      


Reports which execution seam is available for future internal runners.

  


        

      


  

    
MailglassInbound.Prune.Worker 
    



      
Optional Oban cron worker that runs the inbound retention sweep. The
batched workhorse lives in MailglassInbound.Internal.Prune;
this worker's perform/1 just delegates to prune/0.
Optional-dep gating
The entire module is conditionally compiled behind
if Code.ensure_loaded?(Oban.Worker). When Oban is absent a stub is defined
exposing available?/0 -> false; MailglassInbound.Application emits a
consolidated boot warning directing operators to run
mix mailglass.inbound.prune from their own cron infrastructure.
Never auto-registered
This worker is NOT auto-registered in MailglassInbound.Application.
Operators wire the cron in their own Oban config — the recommended cadence is
0 3 * * * (3 AM UTC; documented in the operator guide). The
mix mailglass.inbound.prune task runs the sweep synchronously whether or not
Oban is present, so Oban-less adopters still get a working prune.

      


      
        Summary


  
    Functions
  


    
      
        available?()

      


        Returns true when the worker is compiled (Oban available). Used by the
Application boot warning and ops tooling.



    





      


      
        Functions


        


  
    
      
    
    
      available?()


        (since 1.2.0)


        
          
        

    

  


  

      

          @spec available?() :: true


      


Returns true when the worker is compiled (Oban available). Used by the
Application boot warning and ops tooling.

  


        

      


  

    
MailglassInbound.PubSub.Topics 
    



      
Typed topic builder for mailglass_inbound PubSub broadcasts.
Mirrors Mailglass.PubSub.Topics in the core library: every topic is prefixed
mailglass: so PrefixedPubSubTopics enforces the namespace at
lint time. Broadcasts always go through this builder (never a literal topic
string at the call site) — that is what keeps PrefixedPubSubTopics, which only
flags literal string arguments, satisfied while still routing every inbound
fan-out through one auditable surface.
Topics emitted
	inbound_record_inserted/1 — "mailglass:inbound:#{tenant_id}" — the
per-tenant stream that fires once after an InboundRecord is committed
(status :inserted). The admin LiveView subscribes here on
Mailglass.PubSub so it can render new inbound mail in real time without an
inbound→admin compile dependency. The topic carries tenant_id so a
subscriber only ever sees its own tenant's records.

Payloads broadcast on this topic are PII-free by contract (record id +
provider + record_type only) — see MailglassInbound.Ingress.Plug.

      


      
        Summary


  
    Functions
  


    
      
        inbound_record_inserted(tenant_id)

      


        Returns the per-tenant inbound record-inserted stream topic.



    





      


      
        Functions


        


  
    
      
    
    
      inbound_record_inserted(tenant_id)


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec inbound_record_inserted(String.t()) :: String.t()


      


Returns the per-tenant inbound record-inserted stream topic.
The admin LiveView subscribes to this topic on Mailglass.PubSub.
The tenant_id is embedded so subscribers are scoped to a single tenant.

  


        

      


  

    
MailglassInbound.RateLimiter 
    



      
Inbound-local multi-bucket ETS token-bucket rate limiter.
Cloned from Mailglass.RateLimiter — the load-bearing :ets.update_counter/4
refill math is copied verbatim. Adapted for inbound:
	Three buckets, fail-fast via with, in order tenant (1000/min) ->
recipient (500/min) -> sender_domain (200/min). The first bucket to trip
returns ITS OWN Retry-After — never a cross-bucket max.
	No stream-based bypass clause — inbound has no stream semantics, so the
core limiter's auth-stream short-circuit is intentionally dropped.
	No %Mailglass.Message{} coupling — takes plain args.
	Reads :mailglass_inbound config via MailglassInbound.Config, never
:mailglass.
	Builds Mailglass.RateLimitError internally (reuse the struct, never
re-create it): :per_tenant for the tenant bucket, :per_domain for the
recipient + sender_domain buckets.

Hot path is :ets.update_counter/4 on the :mailglass_inbound_rate_limit
table owned by MailglassInbound.RateLimiter.TableOwner — no GenServer
mailbox serialization.
PII discipline
The sender bucket is keyed on the sender DOMAIN only, never the full sender
address. The recipient bucket may key on the full recipient address — it is
the routing identity, already persisted in clear, lives only in node-local ETS,
and is never logged, serialized, or emitted. No hashing required. The error
context and any telemetry/HTTP body carry the bucket type
(:tenant | :recipient | :sender_domain), never the key value. This comment
exists so a future lint pass does not false-positive on the recipient-address
ETS key.
Per-node scope
Counters live in node-local ETS — an N-node cluster enforces N x the limit.
Acceptable for the single-node-default library posture; cluster-global
enforcement is out of scope until a shared-backend option ships.

      


      
        Summary


  
    Functions
  


    
      
        check(tenant_id, recipient, sender_domain)

      


        Returns :ok when the inbound message is under all three bucket limits, or
{:error, %RateLimitError{}} when the first-evaluated bucket
(tenant -> recipient -> sender_domain) is depleted.



    





      


      
        Functions


        


  
    
      
    
    
      check(tenant_id, recipient, sender_domain)


        (since 1.2.0)


        
          
        

    

  


  

      

          @spec check(String.t(), String.t() | nil, String.t() | nil) ::
  :ok | {:error, Mailglass.RateLimitError.t()}


      


Returns :ok when the inbound message is under all three bucket limits, or
{:error, %RateLimitError{}} when the first-evaluated bucket
(tenant -> recipient -> sender_domain) is depleted.
Arguments:
	tenant_id — the resolved tenant scope (tenant bucket key).
	recipient — the envelope recipient / first to address (recipient bucket
key; may be the full address, see PII discipline).
	sender_domain — the DOMAIN of the first from address (sender bucket key;
never the full sender address).

The returned error's retry_after_ms is the tripped bucket's own refill
interval. The context carries the PII-free bucket :bucket type and :limit
(capacity) for the plug to classify and surface — never the recipient/sender
value.

  


        

      


  

    
MailglassInbound.RateLimiter.TableOwner 
    



      
Owns the :mailglass_inbound_rate_limit ETS table and the small amount of
work that must be serialized: missing-key admission, bounded contention
fallback, and idle sweeping. Mailglass.RateLimiter.AtomicBucket keeps the
normal path as a fixed-point compare-and-swap loop; only exhausted callers
enter this package-local owner mailbox.
ETS opts (OTP 27+) — copied verbatim from core
	:set — single-entry-per-key bucket
	:public — cross-process read/write without owner-forwarding
	:named_table — caller references :mailglass_inbound_rate_limit directly
	read_concurrency: true — hot read path optimization
	write_concurrency: :auto — OTP 27 flag for lock striping
	decentralized_counters: true — OTP 27 flag, per-scheduler counters

Crash semantics
If this process crashes, BEAM deletes the ETS table. The supervisor restarts
TableOwner and ensure_table/0 recreates the canonical table before every
owner ETS operation. Counter state is intentionally ephemeral across a
restart, but callers re-admit through the replacement owner rather than
crashing on :badarg.
Reserved-singleton note
This module uses name: __MODULE__. It is library-internal machinery (not a
user-facing singleton) and is the documented reserved-singleton
exception, mirroring Mailglass.RateLimiter.TableOwner. The inbound ETS table
must be a process-stable named table so the limiter hot path can reach it
without a registry lookup.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        start_link(opts \\ [])

      


    


    
      
        table()

      


        Returns the ETS table name. Public so tests can inspect state.



    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      table()


        (since 1.2.0)


        
          
        

    

  


  

Returns the ETS table name. Public so tests can inspect state.

  


        

      


  

    
MailglassInbound.Repo 
    



      
Thin facade over the host-configured repo for mailglass_inbound.
The sibling package does not own a repo. Host applications configure one via
config :mailglass_inbound, :repo, MyApp.Repo.
Schema prefix injection (v2.0)
Every delegated read/write injects prefix: MailglassInbound.Config.schema() via
Keyword.put_new, routing all operations to the configured Postgres schema
("mailglass" by default, "public" for pre-2.0 opt-out). An explicit
caller-supplied :prefix wins over the injected default (INB-01).
transact/2 and multi/2 do NOT inject prefix. The inner insert/2, one/2,
all/2, and get/3 calls inside a transaction carry their own prefix via the
facade. Inbound has no Multi builders today (multi_opts/1 is deferred); a future
raw caller that passes an inbound table to a non-facade path must qualify inline.

      


      
        Summary


  
    Functions
  


    
      
        all(queryable, opts \\ [])

      


    


    
      
        get(queryable, id, opts \\ [])

      


    


    
      
        insert(struct_or_changeset, opts \\ [])

      


    


    
      
        multi(multi, opts \\ [])

      


    


    
      
        one(queryable, opts \\ [])

      


    


    
      
        transact(fun, opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      all(queryable, opts \\ [])



        
          
        

    

  


  

      

          @spec all(Ecto.Queryable.t(), keyword()) :: [struct()]


      



  



    

  
    
      
    
    
      get(queryable, id, opts \\ [])



        
          
        

    

  


  

      

          @spec get(Ecto.Queryable.t(), term(), keyword()) :: struct() | nil


      



  



    

  
    
      
    
    
      insert(struct_or_changeset, opts \\ [])



        
          
        

    

  


  

      

          @spec insert(Ecto.Changeset.t() | struct(), keyword()) ::
  {:ok, struct()} | {:error, Ecto.Changeset.t()}


      



  



    

  
    
      
    
    
      multi(multi, opts \\ [])



        
          
        

    

  


  

      

          @spec multi(Ecto.Multi.t(), keyword()) ::
  {:ok, map()} | {:error, atom(), any(), map()}


      



  



    

  
    
      
    
    
      one(queryable, opts \\ [])



        
          
        

    

  


  

      

          @spec one(Ecto.Queryable.t(), keyword()) :: struct() | nil


      



  



    

  
    
      
    
    
      transact(fun, opts \\ [])



        
          
        

    

  


  

      

          @spec transact((-> {:ok, any()} | {:error, any()}), keyword()) ::
  {:ok, any()} | {:error, any()}


      



  


        

      


  

    
MailglassInbound.Schema 
    



      
Stamps mailglass_inbound schema conventions onto internal persistence modules.
Mirrors the core package conventions while keeping the storage boundary local
to mailglass_inbound.

      




  

    
MailglassInbound.Telemetry 
    



      
The single span surface for mailglass_inbound.
Mirrors Mailglass.Webhook.Telemetry: every inbound :telemetry.span/3 call
lives here so the extended NoPiiInTelemetry check (enabled for inbound in
this plan) has exactly ONE module to audit, plus the four call sites. Callers
MUST NOT reach for :telemetry.span/3 directly — use the named helpers below.
Events emitted
	Event	Type	Stop metadata keys (whitelist)
	[:mailglass_inbound, :ingress, :request, :start | :stop | :exception]	full span	provider, tenant_id, status, byte_size
	[:mailglass_inbound, :route, :match, :start | :stop | :exception]	full span	mailbox, candidate_count, status
	[:mailglass_inbound, :persist, :record, :start | :stop | :exception]	full span	provider, tenant_id, operation, record_type
	[:mailglass_inbound, :execution, :run, :start | :stop | :exception]	full span	mailbox, outcome, source
	[:mailglass_inbound, :ingress, :rate_limit, :start | :stop | :exception]	full span	provider, tenant_id, bucket, limit, retry_after
	[:mailglass_inbound, :ingress, :suppression_flag, :start | :stop | :exception]	full span	provider, tenant_id, flagged
	[:mailglass_inbound, :prune, :sweep, :start | :stop | :exception]	full span	status, records_deleted, evidence_deleted, fresh_runs_deleted, replay_runs_deleted

Event-name convention note (deviation): the CONTEXT named the
rate-limit event [:mailglass_inbound, :rate_limit, :stop] and the prune event
[:mailglass_inbound, :prune, :stop] (3 final segments). The locked
[root, domain, resource, action] 4-segment telemetry convention
(TelemetryEventConvention, enforced at lint time) requires 4 final segments,
so these ship as [:mailglass_inbound, :ingress, :rate_limit, *] (rate-limit is
an ingress-path event, beside :suppression_flag) and
[:mailglass_inbound, :prune, :sweep, *]. Same resource name, convention-compliant.

Every helper is a full :start/:stop/:exception span via :telemetry.span/3.
There is no single-emit (fire-and-forget) helper here — inbound emits via spans
only. :telemetry.span/3 supplies :duration in its :stop measurements
automatically; callers MUST NOT hand-compute latency into metadata.
Per-request stop metadata enrichment
Each helper accepts a zero-arity function returning either:
	result — bare value; stop metadata equals the metadata argument passed
at call time (before the outcome is known).
	{result, stop_metadata} — tuple; stop metadata is the returned map. Used
by the call sites to attach the classified :status, :operation,
:outcome, :mailbox onto the :stop event after the inner function
returns. Start metadata is always the metadata argument at call time.

Whitelist discipline
The ONLY allowed metadata keys across all spans:
provider, tenant_id, status, latency, byte_size, mailbox, candidate_count,
outcome, source, operation, record_type,
bucket, limit, retry_after, flagged,
records_deleted, evidence_deleted, fresh_runs_deleted, replay_runs_deleted
Inbound telemetry metadata must never include raw payload or recipient PII.
The Phase-49 additions (bucket, limit, retry_after, flagged + the per-table
prune counts) are all counts/types/statuses — never PII. The
rate-limit + suppression-flag spans carry the bucket TYPE and a boolean flag,
never the recipient/sender value.
NEVER include in any metadata map:
:to, :from, :cc, :bcc, :subject, :body, :html_body, :headers,
:recipient, :sender, :email
NoPiiInTelemetry (extended to inbound in this plan) lints THIS module plus every
caller against the forbidden-key set.
Handler isolation
:telemetry.span/3 wraps each attached handler in a try/catch. A handler that
raises is detached automatically and [:telemetry, :handler, :failure] is
emitted — the caller's inbound pipeline is unaffected. mailglass_inbound does
not add a parallel try/rescue around business code (that would duplicate or,
worse, swallow the meta-event operators rely on). This comes for free from
routing every span through :telemetry.span/3.

      


      
        Summary


  
    Functions
  


    
      
        execution_span(metadata, fun)

      


        Wrap the body of MailglassInbound.Execution.execute/2 in a
[:mailglass_inbound, :execution, :run, *] span.



    


    
      
        ingress_span(metadata, fun)

      


        Wrap the entire inbound ingress path in a
[:mailglass_inbound, :ingress, :request, *] span.



    


    
      
        persist_span(metadata, fun)

      


        Wrap the repo.transact in MailglassInbound.Ingress.Persist.persist/2 in a
[:mailglass_inbound, :persist, :record, *] span.



    


    
      
        prune(metadata, fun)

      


        Wrap a retention prune sweep in a [:mailglass_inbound, :prune, :sweep, *]
span. Consumed by this plan. The :sweep resource segment
satisfies the 4-segment event convention.



    


    
      
        rate_limit(metadata, fun)

      


        Wrap the post-verify rate-limit check in a
[:mailglass_inbound, :ingress, :rate_limit, *] span. The
rate limiter is an ingress-path event, so it lives under the :ingress domain
(beside :suppression_flag) to satisfy the 4-segment event convention.



    


    
      
        route_span(metadata, fun)

      


        Wrap MailglassInbound.Router.Matcher.match/2 in a
[:mailglass_inbound, :route, :match, *] span.



    


    
      
        suppression_flag(metadata, fun)

      


        Wrap the inbound suppression-flag computation in a
[:mailglass_inbound, :ingress, :suppression_flag, *] span.
Consumed by this plan.



    





      


      
        Functions


        


  
    
      
    
    
      execution_span(metadata, fun)


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec execution_span(map(), (-> result | {result, map()})) :: result
when result: term()


      


Wrap the body of MailglassInbound.Execution.execute/2 in a
[:mailglass_inbound, :execution, :run, *] span.
This is the single synchronous sync point both the Oban and Task.Supervisor
async paths funnel through, so the span covers both (wrap execute/2, never dispatch/2).
Stop metadata SHOULD include :mailbox, :outcome, :source. All PII-free.
fun may return a bare result OR {result, stop_metadata}.

  



  
    
      
    
    
      ingress_span(metadata, fun)


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec ingress_span(map(), (-> result | {result, map()})) :: result when result: term()


      


Wrap the entire inbound ingress path in a
[:mailglass_inbound, :ingress, :request, *] span.
Stop metadata SHOULD include :provider, :tenant_id, :status,
:byte_size. NEVER include PII (see the module doc whitelist). Latency is
supplied by :telemetry.span/3 in its measurements — do not put it in metadata.
fun may return a bare result OR {result, stop_metadata} — see the
moduledoc's "Per-request stop metadata enrichment" section.

  



  
    
      
    
    
      persist_span(metadata, fun)


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec persist_span(map(), (-> result | {result, map()})) :: result when result: term()


      


Wrap the repo.transact in MailglassInbound.Ingress.Persist.persist/2 in a
[:mailglass_inbound, :persist, :record, *] span.
Stop metadata SHOULD include :provider, :tenant_id, :operation
(:insert | :dedup_skip), :record_type. All PII-free.
fun may return a bare result OR {result, stop_metadata}.

  



  
    
      
    
    
      prune(metadata, fun)


        (since 1.2.0)


        
          
        

    

  


  

      

          @spec prune(map(), (-> result | {result, map()})) :: result when result: term()


      


Wrap a retention prune sweep in a [:mailglass_inbound, :prune, :sweep, *]
span. Consumed by this plan. The :sweep resource segment
satisfies the 4-segment event convention.
Stop metadata SHOULD include the per-table counts :records_deleted,
:evidence_deleted, :fresh_runs_deleted, :replay_runs_deleted, and a
:status. Counts only — no PII.
fun may return a bare result OR {result, stop_metadata}.

  



  
    
      
    
    
      rate_limit(metadata, fun)


        (since 1.2.0)


        
          
        

    

  


  

      

          @spec rate_limit(map(), (-> result | {result, map()})) :: result when result: term()


      


Wrap the post-verify rate-limit check in a
[:mailglass_inbound, :ingress, :rate_limit, *] span. The
rate limiter is an ingress-path event, so it lives under the :ingress domain
(beside :suppression_flag) to satisfy the 4-segment event convention.
Stop metadata SHOULD include :provider, :tenant_id, and on a trip the
bucket :bucket TYPE (:tenant | :recipient | :sender_domain), :limit
(capacity), and :retry_after (seconds). It MUST NOT carry the recipient or
sender VALUE — only the bucket type.
fun may return a bare result OR {result, stop_metadata}.

  



  
    
      
    
    
      route_span(metadata, fun)


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec route_span(map(), (-> result | {result, map()})) :: result when result: term()


      


Wrap MailglassInbound.Router.Matcher.match/2 in a
[:mailglass_inbound, :route, :match, *] span.
Stop metadata SHOULD include :mailbox + :candidate_count on a match, or
:status (:no_match) + :candidate_count on a miss. All PII-free.
fun may return a bare result OR {result, stop_metadata}.

  



  
    
      
    
    
      suppression_flag(metadata, fun)


        (since 1.2.0)


        
          
        

    

  


  

      

          @spec suppression_flag(map(), (-> result | {result, map()})) :: result
when result: term()


      


Wrap the inbound suppression-flag computation in a
[:mailglass_inbound, :ingress, :suppression_flag, *] span.
Consumed by this plan.
Stop metadata SHOULD include :flagged (boolean), :tenant_id, :provider —
never the address. No auto-bounce, no auto-suppression: the flag is diagnostic
signal only.
fun may return a bare result OR {result, stop_metadata}.

  


        

      


  

    
MailglassInbound 
    



      
Public contract root for the mailglass_inbound sibling package.
This package keeps the stable surface narrow and explicit:
	MailglassInbound.InboundMessage is the canonical normalized inbound value object.
	MailglassInbound.Router is the adopter-owned routing DSL.
	MailglassInbound.Mailbox is the mailbox callback contract.
	MailglassInbound.Ingress.Plug is the first-party Postmark ingress entrypoint.
	MailglassInbound.Ingress.CachingBodyReader is the package-local raw-body capture helper.
	version/0 returns the package version string at compile time.

The canonical contract inventory lives in
mailglass_inbound/docs/api_stability.md.
Provider internals, persistence internals, mailbox execution runners, and any
operator or UI surfaces remain internal or deferred even when package-local
modules exist to support them.

      


      
        Summary


  
    Functions
  


    
      
        version()

      


    





      


      
        Functions


        


  
    
      
    
    
      version()


        (since 0.1.0)


        
          
        

    

  


  

      

          @spec version() :: String.t()


      



  


        

      


  

    
MailglassInbound.InboundMessage 
    



      
Canonical normalized inbound message passed to routing and mailbox code.
MailglassInbound.InboundMessage is the stable adopter-facing contract for
the first inbound package slice. It models the normalized fields Mailglass
can promise across first-party ingress providers while keeping raw payloads,
signature evidence, replay metadata, and mailbox execution state out of the
public struct.
Stable Fields
	:tenant_id - explicit tenant scope for routing and execution.
	:provider - first-party ingress provider name.
	:provider_message_id - provider-specific message reference when present.
	:message_id - RFC Message-ID header value when present.
	:envelope_recipient - SMTP/envelope recipient used for routing.
	:from, :to, :cc, :bcc, :reply_to - normalized address data.
	:subject - normalized message subject.
	:headers - normalized header map for routing and mailbox reads.
	:sent_at, :received_at - normalized timestamps.
	:text_body, :html_body - normalized body fields.
	:attachments - normalized attachment manifest without attachment bytes.
	:signals - framework-derived, read-only signals about the message; a typed
MailglassInbound.InboundMessage.Signals struct (framework writes, adopter
reads). See MailglassInbound.InboundMessage.Signals.

Reading framework signals
The :signals field exposes framework-derived facts, today the
suppression_flagged boolean. Read it via safe dot-access or pattern-match it
in a mailbox process/1 head:
def process(%MailglassInbound.InboundMessage{
      signals: %MailglassInbound.InboundMessage.Signals{suppression_flagged: true}
    }), do: {:reject, :sender_suppressed}

def process(%MailglassInbound.InboundMessage{} = message) do
  if MailglassInbound.InboundMessage.suppression_flagged?(message),
    do: ...,
    else: :accept
end
Deviation: the spec's literal wording exposes the flag at
%InboundMessage{}.metadata.suppression_flagged. Mailglass instead ships
%InboundMessage{}.signals.suppression_flagged as a deliberate, documented
improvement (the erratum precedent): :metadata is reserved
framework-wide for adopter-owned data, so framework-derived facts live on the
distinct, framework-owned :signals typed struct.


      


      
        Summary


  
    Types
  


    
      
        address()

      


    


    
      
        attachment()

      


    


    
      
        provider()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        suppression_flagged?(inbound_message)

      


        Returns the message's suppression_flagged signal.



    





      


      
        Types


        


  
    
      
    
    
      address()


        (since 0.1.0)


        
          
        

    

  


  

      

          @type address() :: %{:address => String.t(), optional(:name) => String.t() | nil}


      



  



  
    
      
    
    
      attachment()


        (since 0.1.0)


        
          
        

    

  


  

      

          @type attachment() :: %{
  optional(:filename) => String.t() | nil,
  optional(:content_type) => String.t() | nil,
  optional(:disposition) => :attachment | :inline | String.t() | nil,
  optional(:content_id) => String.t() | nil
}


      



  



  
    
      
    
    
      provider()


        (since 0.1.0)


        
          
        

    

  


  

      

          @type provider() :: :postmark | :sendgrid | :mailgun | :ses | String.t()


      



  



  
    
      
    
    
      t()


        (since 0.1.0)


        
          
        

    

  


  

      

          @type t() :: %MailglassInbound.InboundMessage{
  attachments: [attachment()],
  bcc: [address()],
  cc: [address()],
  envelope_recipient: String.t() | nil,
  from: [address()],
  headers: %{optional(String.t()) => [String.t()]},
  html_body: String.t() | nil,
  message_id: String.t() | nil,
  provider: provider() | nil,
  provider_message_id: String.t() | nil,
  received_at: DateTime.t() | nil,
  reply_to: [address()],
  sent_at: DateTime.t() | nil,
  signals: MailglassInbound.InboundMessage.Signals.t(),
  subject: String.t() | nil,
  tenant_id: String.t() | nil,
  text_body: String.t() | nil,
  to: [address()]
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      suppression_flagged?(inbound_message)


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec suppression_flagged?(t()) :: boolean()


      


Returns the message's suppression_flagged signal.
true when the message's first from address was on the tenant's suppression
list at receipt time. This is the one convenience predicate over the :signals
struct; read other signals via dot-access or pattern-matching. Safe on any
%InboundMessage{} — the :signals default guarantees no KeyError.

  


        

      


  

    
MailglassInbound.Ingress.CachingBodyReader 
    



      
Package-local Plug.Parsers body reader for inbound provider verification.
Stores exact request bytes in conn.private[:raw_body] so the inbound plug
can verify provider authenticity before any tenant or persistence work runs.

      


      
        Summary


  
    Functions
  


    
      
        read_body(conn, opts)

      


    





      


      
        Functions


        


  
    
      
    
    
      read_body(conn, opts)


        (since 0.1.0)


        
          
        

    

  


  

      

          @spec read_body(Plug.Conn.t(), keyword()) ::
  {:ok, binary(), Plug.Conn.t()}
  | {:more, binary(), Plug.Conn.t()}
  | {:error, term()}


      



  


        

      


  

    
MailglassInbound.Ingress.Plug 
    



      
Public inbound ingress plug for mailglass_inbound.
The plug verifies provider requests first, resolves tenant scope second, then
normalizes and persists the canonical inbound message without executing any mailbox.
Telemetry + post-commit broadcast
The whole request is wrapped in a [:mailglass_inbound, :ingress, :request, *]
span via MailglassInbound.Telemetry.
After Persist.persist/2 returns {:ok, %{status: :inserted}} — i.e. AFTER the
repo.transact inside Persist.persist/2 has committed — the plug broadcasts a
PII-free {:inbound_record_inserted, record_id, %{provider:, record_type:}}
message on Mailglass.PubSub to the per-tenant topic from
MailglassInbound.PubSub.Topics.inbound_record_inserted/1. The broadcast runs
OUTSIDE the transaction and never rolls it back:
the committed InboundRecord is the durable source of truth, PubSub is the
realtime fan-out for the admin LiveView. A :duplicate result
broadcasts nothing.

      




  

    
MailglassInbound.Mailbox behaviour
    



      
Behaviour for adopter-defined inbound mailboxes.
This module locks the public mailbox contract to one callback:
process/1. The callback receives the stable
%MailglassInbound.InboundMessage{} value object and must return one of the
approved outcomes:
	:accept
	:ignore
	{:reject, reason}
	{:bounce, reason}

Raises, throws, and exits are execution failures handled by internal runners.
They are not semantic mailbox outcomes.
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          @type outcome() ::
  :accept | :ignore | {:reject, outcome_reason()} | {:bounce, outcome_reason()}
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          @type outcome_reason() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      process(t)


        (since 0.1.0)


        
          
        

    

  


  

      

          @callback process(MailglassInbound.InboundMessage.t()) :: outcome()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      valid_outcome?(arg1)


        (since 0.1.0)


        
          
        

    

  


  

      

          @spec valid_outcome?(term()) :: boolean()


      



  


        

      


  

    
MailglassInbound.Router 
    



      
Thin router DSL for compiling inbound mailbox routes into pure route data.
A router module declares ordered route/2 entries and exposes the compiled
routes through __mailglass_inbound_routes__/0. Runtime matching is handled
by MailglassInbound.Router.Matcher, which preserves top-to-bottom,
first-match-wins semantics.
This router intentionally keeps the public matcher surface narrow:
	:recipient accepts an exact string or regex and matches the envelope recipient.
	:subject accepts an exact string or regex.
	:headers accepts {header_name, exact_string_or_regex} tuples.
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MailglassInbound.Fixtures 
    



      
Code-built inbound payload fixtures for adopter tests.
MailglassInbound.Fixtures builds a canonical %MailglassInbound.InboundMessage{}
and raw provider payloads — Postmark JSON, SendGrid form-encoded MIME, Mailgun
multipart params, and a valid X.509-signed SES SNS notification — entirely
from code. Each provider payload is shaped so it round-trips through the real
provider verify!/normalize seam to a valid %InboundMessage{}, which makes
the fixtures faithful to production parsing rather than to a hand-written stub.
This module belongs to the Testing surface and ships in lib/ so adopters
can build inbound messages from their own test suites with a single call. It
references only core/runtime modules (Jason, :public_key, the inbound
providers, and the SES CertCache / S3Fetcher.Fake seams) so it compiles
under mix compile --no-optional-deps --warnings-as-errors — never Oban,
ExAws, or Plug.Test.
Locked posture
	Code-built only. No .eml file and no .pem key/cert is ever written to
disk or committed (security V6/V7).
	No real-PII sample data. Defaults use .test / example.com addresses.
	Defaulted tenant_id. Every builder defaults a tenant_id so a test
cannot accidentally assert across tenants (security V4, T-47-04).
	Ephemeral SES keypair. build_ses_sns_payload/1 mints a fresh in-memory
RSA-2048 keypair per call; it primes the real CertCache so the signed SNS
notification verifies through the real SES.verify! with no network fetch.

Examples
# A canonical message, ready for `MailglassInbound.Test.Ingress`:
message = MailglassInbound.Fixtures.build_inbound_message(subject: "Hello")

# A raw Postmark body that the real Postmark provider normalizes:
raw = MailglassInbound.Fixtures.build_postmark_payload(subject: "Hello")
%{message: %MailglassInbound.InboundMessage{}} =
  MailglassInbound.Ingress.Providers.Postmark.normalize(raw, [])

      


      
        Summary


  
    Functions
  


    
      
        build_inbound_message(opts \\ [])

      


        Builds a canonical %MailglassInbound.InboundMessage{} entirely from code.



    


    
      
        build_mailgun_payload(opts \\ [])

      


        Builds a Mailgun inbound payload (parsed mode) that passes the real
Mailgun.verify! HMAC seam out of the box.



    


    
      
        build_postmark_payload(opts \\ [])

      


        Builds a raw Postmark inbound JSON body (a binary, ready for
Postmark.normalize/2).



    


    
      
        build_sendgrid_payload(opts \\ [])

      


        Builds a SendGrid inbound payload that passes the real Sendgrid.verify!
basic-auth seam out of the box.



    


    
      
        build_ses_sns_payload(opts \\ [])

      


        Builds a valid X.509-signed SES SNS Notification payload entirely from code.



    


    
      
        mailgun_fixture_config()

      


        The documented default Mailgun verify! config the fixture self-signs against:
%{signing_key: key}. Test.Ingress.receive_provider_payload(:mailgun, …)
defaults its config to this so the fixture verifies out of the box.



    


    
      
        sendgrid_fixture_config()

      


        The documented default SendGrid verify! config the fixture self-signs against:
%{basic_auth: {user, pass}}. Test.Ingress.receive_provider_payload(:sendgrid, …) defaults its config to this so the fixture verifies out of the box.
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      build_inbound_message(opts \\ [])


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec build_inbound_message(keyword()) :: MailglassInbound.InboundMessage.t()


      


Builds a canonical %MailglassInbound.InboundMessage{} entirely from code.
Mirrors the canonical builder shape used across the inbound suite (address
shape %{address: ...}, defaulted list fields). A tenant_id is always
defaulted.
Options
	:tenant_id (default "fixture-tenant")
	:provider (default :postmark)
	:provider_message_id (default a generated id)
	:message_id (default mirrors :provider_message_id)
	:from / :to — bare address strings (default fixture addresses)
	:subject, :text_body, :html_body, :envelope_recipient


  



    

  
    
      
    
    
      build_mailgun_payload(opts \\ [])


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec build_mailgun_payload(keyword()) :: %{
  params: map(),
  headers: [{String.t(), String.t()}],
  config: map()
}


      


Builds a Mailgun inbound payload (parsed mode) that passes the real
Mailgun.verify! HMAC seam out of the box.
The params carry a timestamp/token/signature triple HMAC-signed
(sha256 over timestamp <> token) against the documented default signing key
returned by mailgun_fixture_config/0 (mirroring how build_ses_sns_payload/1
self-signs against a primed cert), so
MailglassInbound.Test.Ingress.receive_provider_payload(:mailgun, …) works with
no extra config — the driver defaults its config to that same signing key. The
timestamp is the current Unix time so it lands inside verify!'s skew
tolerance; the token is a fresh per-call nonce (also the replay-cache key).
Pass signing_key: here to sign against your own key (then supply the matching
config: %{signing_key: …} to the driver).
Returns a map with :params (the flat form fields the Mailgun provider
normalizes, including the signature triple), :headers (the request header
list), and :config (%{signing_key: …} the driver defaults to).
message-headers carries the RFC Message-Id Mailgun has no flat field for.
Options
	:tenant_id, :subject, :from, :recipient, :text_body
	:signing_key — the HMAC signing key to sign against (default the documented
mailgun_fixture_config/0 key)


  



    

  
    
      
    
    
      build_postmark_payload(opts \\ [])


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec build_postmark_payload(keyword()) :: binary()


      


Builds a raw Postmark inbound JSON body (a binary, ready for
Postmark.normalize/2).
Options
	:tenant_id (carried for API symmetry; Postmark normalize ignores it)
	:provider_message_id / :subject / :from / :recipient / :text_body


  



    

  
    
      
    
    
      build_sendgrid_payload(opts \\ [])


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec build_sendgrid_payload(keyword()) :: %{
  raw_mime: binary(),
  headers: [{String.t(), String.t()}],
  params: map(),
  config: map()
}


      


Builds a SendGrid inbound payload that passes the real Sendgrid.verify!
basic-auth seam out of the box.
The header list carries an authorization: Basic … header self-signed against
the documented default credentials returned by sendgrid_fixture_config/0
(mirroring how build_ses_sns_payload/1 self-signs against a primed cert), so
MailglassInbound.Test.Ingress.receive_provider_payload(:sendgrid, …) works
with no extra config — the driver defaults its config to those same credentials.
Pass basic_auth: {user, pass} here to sign against your own credentials (then
supply the matching config: %{basic_auth: {user, pass}} to the driver).
Returns a map with:
	:raw_mime — the raw MIME the SendGrid provider parses (also the dedupe key
md5(raw_mime) when provider_message_id is nil; expose it via
evidence: %{raw_mime: ...} so replays are detected — Pitfall 5).
	:headers — the request header list, including the self-signed
authorization header the real verify! requires.
	:params — the form params (carries "envelope" so the provider resolves
envelope_recipient).
	:config — %{basic_auth: {user, pass}} the SendGrid verify! config seam;
the driver defaults to this when the caller passes no :config.

Options
	:tenant_id, :subject, :from, :recipient, :text_body
	:basic_auth — {user, pass} to self-sign against (default the documented
sendgrid_fixture_config/0 credentials)
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          @spec build_ses_sns_payload(keyword()) :: %{
  raw_body: binary(),
  headers: [{String.t(), String.t()}],
  config: map()
}


      


Builds a valid X.509-signed SES SNS Notification payload entirely from code.
Mints a fresh in-memory RSA-2048 keypair, builds an SNS Notification
envelope carrying an Action:S3 receipt, computes the byte-sorted canonical
string, signs it with :public_key.sign(canonical, :sha, private_key), and
Jason.encode!s the result. The builder then primes:
	the real Mailglass.Webhook.Providers.SES.CertCache so the real
SES.verify! is a cache hit (no :httpc fetch), and
	the MailglassInbound.S3Fetcher.Fake so the Action:S3 body path resolves
to the fixture's raw MIME.

The keypair is ephemeral, in-memory, and per call — nothing is written to
disk (security V6). The SigningCertURL carries a per-call unique
suffix so concurrent fixtures priming the shared :public cert cache never
collide (Pitfall 2); the host still satisfies the SNS cert-host TrustPolicy.
Cross-test hygiene: reset the cert cache
This builder primes the process-global ETS cert cache
(Mailglass.Webhook.Providers.SES.CertCache, shared across concurrent async
tests). Each call inserts one entry under a unique cert URL with a 24h TTL
that is never evicted within a run. If you build SES fixtures from a plain
ExUnit.Case (without MailglassInbound.MailboxCase), reset the cache
between tests so entries do not accumulate or bleed across cases:
setup do: Mailglass.Webhook.Providers.SES.CertCache.reset()
MailglassInbound.MailboxCase already does this in its setup, so suites
that use it need no extra step.
Returns a map with:
	:raw_body — the JSON SNS envelope (feed to SES.verify!/2 then SES.normalize/1).
	:headers — the request header list.
	:config — %{s3_fetcher: S3Fetcher.Fake, cert_cache_ttl_seconds: 86_400}
(the SES config seam).

Options
	:tenant_id (carried for API symmetry), :subject, :from, :recipient,
:text_body, :provider_message_id
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        (since 0.2.0)


        
          
        

    

  


  

      

          @spec mailgun_fixture_config() :: %{signing_key: String.t()}


      


The documented default Mailgun verify! config the fixture self-signs against:
%{signing_key: key}. Test.Ingress.receive_provider_payload(:mailgun, …)
defaults its config to this so the fixture verifies out of the box.
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        (since 0.2.0)


        
          
        

    

  


  

      

          @spec sendgrid_fixture_config() :: %{basic_auth: {String.t(), String.t()}}


      


The documented default SendGrid verify! config the fixture self-signs against:
%{basic_auth: {user, pass}}. Test.Ingress.receive_provider_payload(:sendgrid, …) defaults its config to this so the fixture verifies out of the box.

  


        

      


  

    
MailglassInbound.MailboxCase 
    



      
The shipped ExUnit.CaseTemplate adopters use to test inbound mailboxes
the inbound analog of outbound's Mailglass.MailerCase, and the
keystone that ties the inbound Testing helpers together.
use MailglassInbound.MailboxCase injects import MailglassInbound.TestAssertions
and the Fixtures/Test aliases, checks out an Ecto sandbox on the adopter's
configured repo, sets tenancy, resets the only process-global state the inbound
fixtures touch, and tears the sandbox down on exit.
Ships in lib/ (not test/support/)
Like the other inbound Testing helpers, this case template ships in the
mailglass_inbound Hex package via the files: ~w(lib …) manifest so adopters
can use it from their own suites. Because it ships in lib/ it references
ONLY core/runtime modules — never Oban, ExAws, or Plug.Test (Pitfall 6),
so it compiles cleanly under mix compile --no-optional-deps --warnings-as-errors.
The adopter's repo is resolved from app-env
The sandbox is checked out on the repo resolved from
Application.get_env(:mailglass_inbound, :repo), exactly like the
MailglassInbound.Repo facade. The case template NEVER references the
package's own test repo literal — the package does not own a repo (Pitfall 1).
Adopters configure one in config/test.exs:
config :mailglass_inbound, :repo, MyApp.Repo
If unset, setup raises with that exact instruction. (The package's own
self-tests work because config/test.exs points :repo at the support repo
under test/support.)
It snapshots NO app-env
Unlike Mailglass.MailerCase (which snapshots/restores its async-mode
application-env keys so deliver_later/2 runs inline), this case template
writes and restores no application-env key. Inbound achieves synchronous
execution structurally: MailglassInbound.Test.Ingress drives
MailglassInbound.Execution.execute/2 (SYNC) directly — there is no
async-mode app-env key to flip and therefore no leak surface across tests
The only teardown is Sandbox.stop_owner/1; the only
shared-state hygiene is the per-setup ETS / process-dict reset below.
Default setup
	Ecto.Adapters.SQL.Sandbox.start_owner!(repo) — plain ownership checkout; the suite runs serial by default (async: false)
	Mailglass.Tenancy.put_current("test-tenant") (unless @tag tenant: :unset)
	resets Mailglass.Webhook.Providers.SES.CertCache (process-global ETS)
	resets MailglassInbound.S3Fetcher.Fake (process-dict)
	best-effort Phoenix.PubSub.subscribe/2 on the core Mailglass.PubSub
server (the inbound plug broadcasts there); the send-based capture from
MailglassInbound.Test.Ingress is the primary assertion path
	on_exit → Sandbox.stop_owner/1

Supported tags
	@tag tenant: "acme" — override the default "test-tenant"
	@tag tenant: :unset — disable tenancy stamping
	@tag async: false — always set; MailboxCase defaults serial execution

Example
defmodule MyApp.WelcomeMailboxTest do
  use MailglassInbound.MailboxCase, async: false

  test "accepts a welcome message" do
    message = Fixtures.build_inbound_message(subject: "Welcome")

    {:ok, %{outcome: %{outcome: :accept}, route: %{mailbox: MyApp.WelcomeMailbox}}} =
      Test.Ingress.receive_inbound(message, routes: my_routes())

    # ONE assertion per drive: each `assert_inbound_*` reads the captured
    # tuple with `assert_received`, which CONSUMES it from the process
    # mailbox. To run a second assertion, drive a second message (with a
    # distinct `provider_message_id` so it is a fresh receive).
    assert_inbound_received(subject: "Welcome")
  end
end

      




  

    
MailglassInbound.Test.Ingress 
    



      
The inbound test driver: drives the real synchronous
persist + route + execute write path and captures the outcome in the
current test process's mailbox.
This is the inbound analog of outbound's Fake.Storage → {:mail, _} →
Mailglass.TestAssertions triangle. Outbound has a Fake.Storage that
emits {:mail, %Message{}} on every delivery; inbound has no delivery row,
so the capture seam lives here in the driver: after Execution.execute/2
returns, Test.Ingress does
send(self(), {:inbound, message, outcome, route})
so that MailglassInbound.TestAssertions can read the captured tuple with
assert_received (the inbound mirror of assert_mail_sent).
Why this ships in lib/ (not test/support/)
Adopters import MailglassInbound.TestAssertions and drive captures via this
module from their own suites, so it ships in the mailglass_inbound Hex
package via the files: ~w(lib …) manifest — despite the Test in its name,
lib/mailglass_inbound/test/ingress.ex is a lib/ path. Because it ships in
lib/, it references ONLY core/runtime modules (Persist, Execution, the
inbound providers) — never Oban, ExAws, or Plug.Test (Pitfall 6), so it
compiles under mix compile --no-optional-deps --warnings-as-errors.
Two entry points
	receive_inbound/2 — drive a code-built %InboundMessage{} straight through
persist + execute (skips the provider parse seam; use it when you already
have a canonical message, e.g. from MailglassInbound.Fixtures).
	receive_provider_payload/3 — run the real provider verify!/normalize
seam first (the same seam the production plug drives), then the same persist +
execute + capture chain. Use it to exercise provider parsing + verification
end to end.

SES cross-test hygiene: reset the cert cache
receive_provider_payload(:ses, …) consumes an SES fixture built by
MailglassInbound.Fixtures.build_ses_sns_payload/1, which primes the
process-global ETS cert cache (Mailglass.Webhook.Providers.SES.CertCache,
shared across concurrent async tests) with one never-evicted entry per call.
The driver deliberately does NOT reset that cache itself (it ships in lib/
and stays free of an :ex_unit runtime dependency). If you drive SES fixtures
from a plain ExUnit.Case, reset the cache between tests:
setup do: Mailglass.Webhook.Providers.SES.CertCache.reset()
MailglassInbound.MailboxCase already resets it in its setup, so suites that
use it need no extra step. The Postmark/SendGrid/Mailgun lanes touch no
process-global state.
The captured outcome slot
The third element of the captured tuple is the normalized execute/2 result
map — the actual return value of MailglassInbound.Execution.execute/2
(%{outcome: :accept}, %{outcome: :reject, outcome_reason: "..."},
%{outcome: :no_match}, %{status: :skipped} on a duplicate, …), NOT the raw
%MailglassInbound.Mailbox{} outcome atom. Keeping the real seam's return as
the captured value means MailglassInbound.TestAssertions matches on the same
enum the persisted ExecutionRun.outcome carries (:accept | :ignore | :reject | :bounce | :no_match | :failed), so an assertion can never drift
from what was actually persisted.
Synchronous only — never dispatch/2
The driver drives Execution.execute/2 (SYNC) with source: :fresh. It NEVER
calls Execution.dispatch/2 (async — Oban or a detached Task.Supervisor
child), which produces non-deterministic ExecutionRun counts (proven by the replay-convergence property). Replaying the same message
converges: persist dedupes (DB unique index — provider-id for Postmark,
md5(raw_mime) for SendGrid/SES/Mailgun), and execute/2 on a :duplicate
persist result short-circuits to {:ok, %{status: :skipped}}, inserting zero
fresh ExecutionRun rows.
PII posture
The driver writes to the adopter's sandboxed test DB (rolled back per test)
and sends the capture tuple only to the current test process. It adds no
telemetry of its own (the Execution.execute/2 it drives emits the normal
PII-free execution span) and adds no PII spans (T-47-09/12).
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        capture()

      


        The capture tuple sent to the current process on every receive.



    


    
      
        result()

      


        The success return of both entry points.



    





  
    Functions
  


    
      
        receive_inbound(message, opts \\ [])

      


        Drives a code-built %InboundMessage{} through the real persist + execute
path, captures {:inbound, message, outcome, route} in the current process,
and returns {:ok, %{message:, outcome:, route:, persisted:}}.



    


    
      
        receive_provider_payload(provider, payload, opts \\ [])

      


        Runs the real provider verify!/normalize seam for provider over a
fixture payload, then drives the same persist + execute + capture chain as
receive_inbound/2.
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        (since 0.2.0)


        
          
        

    

  


  

      

          @type capture() :: {:inbound, MailglassInbound.InboundMessage.t(), map(), map()}


      


The capture tuple sent to the current process on every receive.

  



  
    
      
    
    
      result()


        (since 0.2.0)


        
          
        

    

  


  

      

          @type result() :: %{
  message: MailglassInbound.InboundMessage.t(),
  outcome: map(),
  route: map(),
  persisted: map()
}


      


The success return of both entry points.
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      receive_inbound(message, opts \\ [])


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec receive_inbound(MailglassInbound.InboundMessage.t(), keyword()) ::
  {:ok, result()} | {:error, term()}


      


Drives a code-built %InboundMessage{} through the real persist + execute
path, captures {:inbound, message, outcome, route} in the current process,
and returns {:ok, %{message:, outcome:, route:, persisted:}}.
Options
	:repo — the Ecto repo (default MailglassInbound.Repo; tests pass
MailglassInbound.TestRepo).
	:router — a compiled use MailglassInbound.Router module (the same router
your endpoint mounts). This is the adopter-facing way to drive routing: define
routes with the route/2 DSL once and reuse the module here. Mutually
exclusive with :routes.
	:routes — the package-internal lower-level input: a pre-built list of route
data. The route-data shape is @moduledoc false internal and is not part of
the stable or testing contract, so prefer :router in adopter suites;
:routes exists mainly for the package's own tests.
	:evidence — the evidence map persisted alongside the record
(default %{raw_payload: %{}}). For raw_mime-dedupe providers driven via
receive_inbound/2, pass evidence: %{raw_mime: ...} so replays dedupe.

The message carries its own :tenant_id and :provider.

  



    

  
    
      
    
    
      receive_provider_payload(provider, payload, opts \\ [])


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec receive_provider_payload(atom(), term(), keyword()) ::
  {:ok, result()} | {:error, term()}


      


Runs the real provider verify!/normalize seam for provider over a
fixture payload, then drives the same persist + execute + capture chain as
receive_inbound/2.
payload is the raw fixture shape produced by MailglassInbound.Fixtures.
The Fixtures builders for :sendgrid, :mailgun, and :ses self-sign their
payloads against documented defaults, so those three providers verify out of
the box with no extra options. :postmark is the one provider whose fixture
carries no auth, so it needs an explicit config: + headers: pair (see below):
	:postmark — a JSON binary (build_postmark_payload/1); needs config: +
headers:.
	:sendgrid — %{raw_mime:, headers:, params:, config:}
(build_sendgrid_payload/1); the fixture self-signs an authorization header
against Fixtures.sendgrid_fixture_config/0, and the driver defaults
config: to the fixture's :config.
	:mailgun — %{params:, headers:, config:} (build_mailgun_payload/1); the
fixture HMAC-signs the timestamp/token/signature triple against
Fixtures.mailgun_fixture_config/0, and the driver defaults config: to the
fixture's :config.
	:ses — %{raw_body:, headers:, config:} (build_ses_sns_payload/1); the
fixture primes the real CertCache and the driver defaults config: to the
fixture's :config.

Options
	:tenant_id — the tenant assigned to the normalized message. The production
plug resolves this from the request via Tenancy, which needs a %Plug.Conn{}
we deliberately do NOT depend on here (Pitfall 6); the driver takes it as an
option instead (default "fixture-tenant").
	:config — the provider config passed straight to verify!. The real
verifier is never weakened (T-47-11), so the config must satisfy it. For
:sendgrid/:mailgun/:ses the driver defaults this to the fixture's own
self-signed :config, so you only pass it to override (e.g. to sign against
your own credentials/key). :postmark has no fixture config and requires
config: %{basic_auth: {user, pass}} AND a matching authorization header.
For :ses, s3_fetcher: defaults to MailglassInbound.S3Fetcher.Fake if absent.
	:headers — request headers. For :postmark (the fixture JSON body carries
none) pass the {"authorization", "Basic …"} header matching :config's
basic_auth. For :sendgrid/:mailgun the fixture already supplies the
headers verify! needs; pass :headers only to override them.
	:repo, :routes, :router, :evidence — as in receive_inbound/2.
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Inbound test assertions — the inbound mirror of
Mailglass.TestAssertions.
Adopters import MailglassInbound.TestAssertions (or use the
MailglassInbound.MailboxCase that imports it) and assert over the capture
tuple emitted by MailglassInbound.Test.Ingress:
send(self(), {:inbound, message, outcome, route})
These assertions read that tuple with assert_received/refute_received, so
every assertion is process-local — async: true tests see only their own
captures.
Matcher styles (assert_inbound_received)
# 1. Presence (bare call)
assert_inbound_received()

# 2. Keyword match
assert_inbound_received(subject: "Re: ticket #42", from: "alice@example.com")

# 3. Struct pattern (macro — no explicit quoting)
assert_inbound_received(%{subject: "Re: ticket #42"})

# 4. Predicate fn
assert_inbound_received(fn msg -> String.contains?(msg.subject, "ticket") end)
Supported keyword keys: :subject, :from, :to, :tenant, :provider,
:envelope_recipient. :from/:to match against the address-shaped lists
([%{address: ...}]). Any other key flunks with a clear message.
Outcome assertions
assert_inbound_accepted/0, _ignored/0, _rejected/0, _bounced/0 key off
the persisted ExecutionRun.outcome enum carried by the captured
outcome map (%{outcome: :accept | :ignore | :reject | :bounce | …}). The
raw mailbox atoms :accept | :ignore | {:reject, _} | {:bounce, _} normalize
to that enum in Execution.execute/2, so the assertion can never drift from
what was written.
Routing assertions
assert_inbound_routed_to/1 matches the captured route
%{status: :matched, mailbox: ^expected}; assert_inbound_no_match/0 matches
%{status: :no_match}.
Negative assertion
assert_no_inbound_received/0 refutes any captured {:inbound, …} tuple.
These are ExUnit assertions, not domain errors
Every failure is an ExUnit.AssertionError raised by assert/flunk — NOT a
%MailglassInbound.Error{}. The errors-as-contract rule (CLAUDE.md) governs
the library's runtime API surface; test assertions are a test-time tool, so
they speak ExUnit. ExUnit.Assertions is imported from the bundled OTP
:ex_unit app — no Hex dependency is added.
PII posture
Failure messages embed caller-supplied matcher values (e.g. a :subject or
:from address) so a failing adopter test has the context it needs. Those
values appear only in the adopter's own test output — never in telemetry, log
streams, or cross-tenant surfaces (T-47-09). The assertions add no telemetry.

      


      
        Summary


  
    Functions
  


    
      
        assert_inbound_accepted()

      


        Asserts the next captured inbound was accepted (outcome == :accept).



    


    
      
        assert_inbound_bounced()

      


        Asserts the next captured inbound was bounced (outcome == :bounce).



    


    
      
        assert_inbound_ignored()

      


        Asserts the next captured inbound was ignored (outcome == :ignore).



    


    
      
        assert_inbound_no_match()

      


        Asserts the next captured inbound did not match any route
(route %{status: :no_match}).



    


    
      
        assert_inbound_received()

      


        Asserts that at least one inbound message was captured in the current test
process. See the moduledoc for the four matcher styles.



    


    
      
        assert_inbound_received(pattern)

      


        Asserts that an inbound message matching the given matcher was captured.



    


    
      
        assert_inbound_rejected()

      


        Asserts the next captured inbound was rejected (outcome == :reject).



    


    
      
        assert_inbound_routed_to(expected_mailbox)

      


        Asserts the next captured inbound was routed to expected_mailbox
(route %{status: :matched, mailbox: ^expected_mailbox}).



    


    
      
        assert_no_inbound_received()

      


        Asserts that NO inbound message was captured in the current test process.



    





      


      
        Functions


        


  
    
      
    
    
      assert_inbound_accepted()


        (since 0.2.0)

        (macro)


        
          
        

    

  


  

Asserts the next captured inbound was accepted (outcome == :accept).
Reads the oldest unconsumed capture (assert_received is FIFO and consumes
the matched tuple), so drive one message per outcome assertion.

  



  
    
      
    
    
      assert_inbound_bounced()


        (since 0.2.0)

        (macro)


        
          
        

    

  


  

Asserts the next captured inbound was bounced (outcome == :bounce).
Reads the oldest unconsumed capture (assert_received is FIFO and consumes
the matched tuple), so drive one message per outcome assertion.

  



  
    
      
    
    
      assert_inbound_ignored()


        (since 0.2.0)

        (macro)


        
          
        

    

  


  

Asserts the next captured inbound was ignored (outcome == :ignore).
Reads the oldest unconsumed capture (assert_received is FIFO and consumes
the matched tuple), so drive one message per outcome assertion.

  



  
    
      
    
    
      assert_inbound_no_match()


        (since 0.2.0)

        (macro)


        
          
        

    

  


  

Asserts the next captured inbound did not match any route
(route %{status: :no_match}).
Reads the oldest unconsumed capture (assert_received is FIFO and consumes
the matched tuple), so drive one message per routing assertion.

  



  
    
      
    
    
      assert_inbound_received()


        (since 0.2.0)

        (macro)


        
          
        

    

  


  

Asserts that at least one inbound message was captured in the current test
process. See the moduledoc for the four matcher styles.
Style 1: presence (bare call)
assert_inbound_received()

  



  
    
      
    
    
      assert_inbound_received(pattern)


        (since 0.2.0)

        (macro)


        
          
        

    

  


  

Asserts that an inbound message matching the given matcher was captured.
Style 2: keyword list
assert_inbound_received(subject: "Welcome", from: "alice@example.com")
Style 3: struct pattern (no quoting needed)
assert_inbound_received(%{subject: "Welcome"})
Style 4: predicate function
assert_inbound_received(fn msg -> msg.tenant_id == "acme" end)

  



  
    
      
    
    
      assert_inbound_rejected()


        (since 0.2.0)

        (macro)


        
          
        

    

  


  

Asserts the next captured inbound was rejected (outcome == :reject).
Reads the oldest unconsumed capture (assert_received is FIFO and consumes
the matched tuple), so drive one message per outcome assertion.

  



  
    
      
    
    
      assert_inbound_routed_to(expected_mailbox)


        (since 0.2.0)

        (macro)


        
          
        

    

  


  

Asserts the next captured inbound was routed to expected_mailbox
(route %{status: :matched, mailbox: ^expected_mailbox}).
Reads the oldest unconsumed capture (assert_received is FIFO and consumes
the matched tuple), so drive one message per routing assertion.

  



  
    
      
    
    
      assert_no_inbound_received()


        (since 0.2.0)

        (macro)


        
          
        

    

  


  

Asserts that NO inbound message was captured in the current test process.

  


        

      


  

    
MailglassInbound.OptionalDeps 
    



      
Namespace for package-local optional dependency gateway modules.
mailglass_inbound keeps optional runtime integrations behind its own
gateway surface instead of reusing Mailglass.OptionalDeps.* across package
boundaries. This preserves a coherent sibling-package contract and keeps
mix compile --no-optional-deps --warnings-as-errors green.
Route optional dependencies through gateway modules only so --no-optional-deps builds stay clean.

      




  

    
MailglassInbound.MIMEError exception
    



      
Structured error for raw RFC 5322 MIME parse failures (MailglassInbound.MIME).
Mirrors the shape of Mailglass.ConfigError — a closed :type atom set, a
[:type, :message, :cause, :context] defexception, and a Jason.Encoder
derivation that excludes :cause so raw payload fragments never leak into
serialized output (logs, telemetry, admin). Match on the struct and :type,
never on the message string.
This struct is package-local: it does NOT implement the core
Mailglass.Error behaviour and does NOT join Mailglass.Error's @type
union (that behaviour and union live in mailglass core). It is a plain
defexception with a __types__/0 contract helper.
Types
	:inbound_mime_invalid — the raw MIME source could not be parsed into a
canonical internal representation. :cause carries the tagged gateway
failure ({:error, _} / {:throw, _} / {:exit, _}); :context carries
non-PII metadata such as %{byte_size: n}.
	:gen_smtp_unavailable — the optional gen_smtp dependency is not loaded,
so MIME parsing is unavailable (degraded fallback).

See docs/api_stability.md for the locked :type atom set. Adding a value
requires a CHANGELOG entry + @since annotation (minor version bump);
removing a value requires a major version bump.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        __types__()

      


        Returns the closed set of valid :type atoms. Tested against docs/api_stability.md.



    





      


      
        Types


        


  
    
      
    
    
      t()


        (since 0.2.0)


        
          
        

    

  


  

      

          @type t() :: %MailglassInbound.MIMEError{
  __exception__: true,
  cause: term() | nil,
  context: map(),
  message: String.t(),
  type: :inbound_mime_invalid | :gen_smtp_unavailable
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      __types__()


        (since 0.2.0)


        
          
        

    

  


  

Returns the closed set of valid :type atoms. Tested against docs/api_stability.md.

  


        

      


  

    
MailglassInbound.S3FetchError exception
    



      
Structured error for AWS SES inbound S3-object fetch failures.
Raised when the SES receipt-rule S3 action object cannot be retrieved and fed
into MailglassInbound.MIME.parse/1. Mirrors the shape of
MailglassInbound.MIMEError / Mailglass.ConfigError — a closed :type atom
set, a [:type, :message, :cause, :context] defexception, and a
Jason.Encoder derivation that excludes :cause so raw S3/error fragments
never leak into serialized output (logs, telemetry, admin). Match on the struct
and :type, never on the message string.
This struct is package-local: it does NOT implement the core
Mailglass.Error behaviour and does NOT join Mailglass.Error's @type
union. It is a plain defexception with a __types__/0 contract helper.
Types
	:s3_object_not_ready — the bounded GetObject retry was exhausted before
the object became readable. This is the transient path: the handler does
NOT ack, so SNS redelivers and the dedupe layer is the real safety net.
	:s3_fetch_failed — a non-retryable S3 error (access denied, bucket missing,
malformed key, gateway/exit failure). Retrying will not help.

See docs/api_stability.md (mailglass_inbound) for the locked :type atom
set. Adding a value requires a CHANGELOG entry + @since annotation (minor
version bump); removing a value requires a major version bump.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        __types__()

      


        Returns the closed set of valid :type atoms. Tested against docs/api_stability.md.



    





      


      
        Types


        


  
    
      
    
    
      t()


        (since 0.2.0)


        
          
        

    

  


  

      

          @type t() :: %MailglassInbound.S3FetchError{
  __exception__: true,
  cause: term() | nil,
  context: map(),
  message: String.t(),
  type: :s3_object_not_ready | :s3_fetch_failed
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      __types__()


        (since 0.2.0)


        
          
        

    

  


  

Returns the closed set of valid :type atoms. Tested against docs/api_stability.md.

  


        

      


  

    
MailglassInbound.SignatureError exception
    



      
Structured, no-recovery error for inbound provider signature failures
(Mailgun HMAC, AWS SES SNS X.509, and SNS SubscribeURL trust-policy checks).
Webhook signature errors are never retryable — the caller is either
misconfigured (wrong signing key) or the request is a forgery. The plug maps
this to a 4xx and lets the request fail closed; there is no recovery path
(CLAUDE.md "Things Not To Do" #5). This struct mirrors the no-recovery
contract of core Mailglass.SignatureError while staying package-local.
It follows the same closed-:type discipline as
MailglassInbound.MIMEError — a closed :type atom set, a
[:type, :message, :cause, :context, :provider] defexception, and a
Jason.Encoder derivation that excludes :cause and :provider so signing
secrets and raw payload fragments never leak into serialized output (logs,
telemetry, admin). Match on the struct and :type, never on the message string.
This struct is package-local: it does NOT implement the core
Mailglass.Error behaviour and does NOT join Mailglass.Error's @type
union (that behaviour and union live in mailglass core). It is a plain
defexception with a __types__/0 contract helper and a new/2 builder.
Types
	:bad_signature — HMAC/X.509 signature math did not verify against the
configured key (forged or tampered request).
	:missing_header — a required signing field/header is absent from the request.
	:malformed_header — a signing field/header is present but cannot be parsed
(bad Base64, missing prefix, unknown signature version).
	:timestamp_skew — the signed timestamp is outside the acceptable tolerance
window (Mailgun replay-window protection).
	:subscribe_url_untrusted — an SNS SubscribeURL/SigningCertURL failed
TrustPolicy validation (SSRF / hijack guard).

Per-kind Fields
	:provider — the provider atom (:mailgun, :ses, …) that rejected the
request. Excluded from JSON output.

See docs/api_stability.md (mailglass_inbound) for the locked :type atom
set. Adding a value requires a CHANGELOG entry + @since annotation (minor
version bump); removing a value requires a major version bump.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        __types__()

      


        Returns the closed set of valid :type atoms. Tested against docs/api_stability.md.



    


    
      
        new(type, opts \\ [])

      


        Build a MailglassInbound.SignatureError struct.



    





      


      
        Types


        


  
    
      
    
    
      t()


        (since 0.2.0)


        
          
        

    

  


  

      

          @type t() :: %MailglassInbound.SignatureError{
  __exception__: true,
  cause: term() | nil,
  context: map(),
  message: String.t(),
  provider: atom() | nil,
  type:
    :bad_signature
    | :missing_header
    | :malformed_header
    | :timestamp_skew
    | :subscribe_url_untrusted
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      __types__()


        (since 0.2.0)


        
          
        

    

  


  

Returns the closed set of valid :type atoms. Tested against docs/api_stability.md.

  



    

  
    
      
    
    
      new(type, opts \\ [])


        (since 0.2.0)


        
          
        

    

  


  

      

          @spec new(atom(), keyword()) :: t()


      


Build a MailglassInbound.SignatureError struct.
Validates type against the closed __types__/0 set (raises ArgumentError
otherwise) and formats a per-type, brand-voiced message. Mirrors core
Mailglass.SignatureError.new/2 semantics while staying package-local.
Options
	:cause — an underlying exception/term to wrap (kept out of JSON output).
	:context — a map of non-PII metadata about the request.
	:provider — the provider atom that rejected the request (kept out of JSON).


  


        

      


  

    
mix mailglass.inbound.doctor 
    



      
Run DNS-free pre-deploy configuration checks for inbound mail.
Mirrors mix mail.doctor but is entirely offline: it reflects your configured
inbound router and validates routes (compile + don't conflict), mailboxes (exist
	implement process/1), provider signing-key PRESENCE (never verifies a
signature), and MIME-backend availability.

Usage
mix mailglass.inbound.doctor
mix mailglass.inbound.doctor --strict
mix mailglass.inbound.doctor --format json
mix mailglass.inbound.doctor --verbose
Reads config :mailglass_inbound, router: MyApp.InboundRouter.
Exit codes (three-state — Credo's model)
	0 — all checks pass (or pass+warn without --strict)
	1 — at least one failure (or any warning under --strict) — the CI signal
	2 — cannot diagnose (no router configured / router does not compile)


      




  

    
mix mailglass.inbound.gen.migration 
    



      
Generates install or upgrade migration wrappers for mailglass_inbound.
Run mix help mailglass.inbound.gen.migration for the supported repository
and upgrade options.

      




  

    
mix mailglass.inbound.prune 
    



      
Manually run the inbound retention sweep.
Runs MailglassInbound.Internal.Prune.prune/0 SYNCHRONOUSLY whether or not Oban
is installed — only scheduling needs Oban; the batched sweep is the
workhorse. Deletes happen in batches of 1000 (FOR UPDATE SKIP LOCKED) under a
pg_try_advisory_lock single-run guard, child-first across the four retention
windows (replay_runs 30d, execution_runs 90d, evidence 30d, records 90d), with
:infinity on any class disabling that window.
Usage
mix mailglass.inbound.prune              # interactive typed confirmation
mix mailglass.inbound.prune --dry-run    # report scope, delete nothing
mix mailglass.inbound.prune --yes        # skip confirmation (cron/CI)
Because the sweep DELETES rows, the confirmation tier is stronger than replay's
[y/N]: it requires a typed yes. --yes/-y skips it for cron/CI;
--dry-run reports scope without deleting.
Emits [:mailglass_inbound, :prune, :sweep, :stop] with per-table deletion
counts (no PII).
Scheduled pruning
An optional MailglassInbound.Prune.Worker Oban cron worker exists but is NOT
auto-registered. Operators wire 0 3 * * * in their own Oban config
(operator guide). Oban-less adopters run this task from system cron.

      




  

    
mix mailglass.inbound.replay 
    



      
Replay previously-received inbound records through their mailboxes.
--tenant <id> is required — it is the cross-tenant replay guard (T-49-17):
every record is loaded scoped to that tenant, so a foreign-tenant --record-id
resolves to nothing rather than replaying across the boundary. --record-id and
--since <iso8601> further narrow the set WITHIN that tenant (AND-combinable).
Matching records are iterated through the shipped single-record
MailglassInbound.Internal.Replay.replay/2, which appends an ExecutionRun with
source: :replay (append-only — no UPDATE).
Usage
mix mailglass.inbound.replay --tenant acme --record-id <uuid>
mix mailglass.inbound.replay --tenant acme --since 2026-05-01T00:00:00Z
mix mailglass.inbound.replay --tenant acme --dry-run
mix mailglass.inbound.replay --tenant acme --yes
In single-tenant deployments pass the resolver's tenant (--tenant default under
Mailglass.Tenancy.SingleTenant). Replay is non-destructive (it appends lineage
rows), so the confirmation tier is a simple [y/N] defaulting to No.
--yes/-y skips the prompt; --dry-run reports the count + scope without
replaying. Zero matches exits 0 with "nothing to replay."
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